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fiR RS E TP DisassociateAddress ¥ 45 & S 1P SL iR 45

25 1)

W el s v B A TP IR 55 IO penAP T 111 i Sl 1o 7 415 58 AR 55 LBk A&V SR, IR #2 B0 penAP TSCAY 15 WAL T SR th A A 2
(RIS S BN 1 S H0k 58 UK o

E B TP OpenAP TR 3K 45 # 4H B
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3. iHRTEE EPEAMEIPIIOpenAPT SCHFGET HIPOSTI 3K

W& WHGET AR, ¥ MquerystringBfF; {EH] POST KR, ZEMIERbodyFEIF. GETH R FHZX BT
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https://docs.ksyun.com/documents/690
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“Requestld”: “4C467B38-3910-447D-87BC-AC049166F216”
/xR [l G5 R/
}

IR

WK, AR A S5 R, IR 8] HTTPYE B AR o 6 B AR IR R AR (code) KARR(EE (nessage) s S RII—FF
AL EEKID (RequestTd) , FEPA T RA R IZAN, WAL ZFMR, JieftRequestTd, DUEHATHRA LA ok

Al
sl % 2R

<?xml version="1.0" encoding="UTF-87?>

{response>

<Error>

{Code>PermissionDenied</Code>

{InnerCode>permission denied</InnerCode>
Message> BUPRA &< /Message>

<{/Error>
<{RequestId>fd229f7c-e65f-1402-1d85-8cdff25c8b59</RequestId>
{/response>

LR R
BHER AL ( iR E (Message) HTTP R iR GE SO
Code) i
MissingAut
henticatio Request is missing 'Host’ header. 403 i Rheaderd H/bHost
nToken
MissingAut
henticatio Request is missing Authentication Token. 403 i RheaderF H >IN iEtoken
nToken
MissingAut
henticatio %s not in Http Header. 403 %sAfEHttp headerd
nToken
SignatureD Host’ must be a ’SignedHeader’ in the Author
oesNotMat . . 403 13K [f)SignedHeader H1 052 & Ho s t
ch 1zation.
SignatureD Credential should be scoped with a valid ter iE3KAuthorization header /] “Credential ”
oesNotMat . s s e 403 AL« ”
ch minator: ~aws4 request , not: %s. KEWAZ “awsd request
SignatureD Credential should be scoped to a valid regi i&3KAuthorization headerff] “Credential ”
oesNotMat 0 403 Ny
oh on, not:%s. Ff{Regionfz BT
SignatureD Credential should be scoped to correct servi i&3KAuthorization headerd /] “Credential ”
oesNotMat —~ '/ 403 i o
oh ce: %s. FffjService s B T4K
SignatureD The request signature we calculated does not
2 SR R [ 55 4, 5 SEB H  R
SﬁsNotMat match the signature you provided. 403 TR R )24 L SERRTT B A A TL D
SignatureD
oesNotMat Signature expired:%s. 403 24 Bt
ch

SignatureD Date in Credential scope does not match YYYY
oesNotMat MMDD from ISO-8601 version of date from HTT 403

ch P.

InvalidCli The security token included in the request is

i&RAuthorization header™dff] “Credential”
HHfDateN %2 1S08601HE A X, U™ YYYYMM
DD “

ok S LA P
entTokenId invalid. 403 R LI Acces sKey TdJERL
ggcessDem User: %s is not authorized to perform: %s. 403 % s AR EAE 1Z & TE: %s

Date must be in ISO-8601 ’basic format’ . Go

Incomplet

t "%s’. See http:

en. wikipedia. org/wiki/ISO 400

DatehZNFFE1S0_86013EAME, &% htip://

eSignature 8601

Incomplet KSC query—string parameters must include %s.

en. wikipedia. org/wiki/ISO 8601

IR ERE R, AR LA S

eSignature Re—examine the query-string parameters 400 , X-Amz-Algorithm *, ” X-Amz-Credential
& query &b : ” X-Amz-SignedHeaders “. ” X-Amz-Date “{g &
Incomplet ) I [~ 4 e . B _
eSignature Unsupported ksc "algorithm’ : %s. 400 R v &4 5. AWS4-HMAC—-SHA256
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Incomplet Authorization header requires ’Credential’

: aer P 400
eSignature arameter. Authorization=%s.

Credential must have exactly 5 slash-delimit

In(?omplet ed elements, e.g. accesskeyid/date/region/se 400
eSignature . 0
rvice/aws4 request, got: %s.

Ingomplet Authorization header format error. 400
eSignature
Incompl et Authorization header requires existence of e

oMb ither a ~X-Amz-Date’ or a 'Date’ header, Au 400
eSignature

thorization=%s

Incomplet Authorization header requires ’Signature’ pa

eSignature rameter. Authorization=%s 400

Incomplet Authorization header requires ’SignedHeaders

eSignature ’ parameter. Authorization=%s 400

ServicelUna

1 0,
vailable Exception %s 500

ServiceUna Auth Service is unavailable because of an un

vailable known error, exception or failure 500

Request was rejected because it referenced a
n ' InnerApi’ that does not have an internal 404
service

ServicelUna
vailable

ServiceUna OpenAPI or Service is unavailable because o

vailable f an unknown error, exception or failure. 500

DryRunOper Request would have succeeded, but DryRun fla 4

ation g is set 12

NoSuchEnti Request was rejected because it referenced a

ty n  InnerApi’ that does not exist. 404
.. Request was rejected because the request spe
]éérgltExcee ed of this openAPI is beyond the current flo 409

w control limit.
Inval idPa
rameterVa
lue
InvalidMet The method %s for is not valid for this web 400
hod service.

An invalid or out—-of-range value was supplie

d for the input parameter %s. 400

MissingPar An value must be supplied for the input para

ameter meter %s. 400

InvalidQue
ryParamet
er

The query parameter %s is malformed or does

not adhere to KSC standards. 400

ServiceTim Internal Service is unavailable because of t 500
eout ime out.

HAETP
BlockIp (HZIP{EE)
Contents (%)
Ip
o filik: FHAEIP

o KA. String
o EHWEE: &

InBps
o fiA: Wi
e J5HY: String
o AR 2
o Hf7: bps
InstanceType

&R Authorization headerd FEEH AL “Credenti
al” 25

E3RAuthorization headerfd" “Credential ”
FE/OAEILARAT 2 BB 62, W keyid/date

/region/service/aws4 request

i#sRAuthorization headerffI#% 4%

ERFED “X-Amz-Date” B(#E “Date” header

ERoY

15 RAuthorization headers &/ “Signature”
(EDSS

R Authorization headerH #i/> “SignedHeade
rs” {55
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o KM String

o BTG &
InstanceName

o fHiR: SR
e KA. String

o M AIGE
RegionCode

i HdE o

2K#AY: String

ARG &

Tl cn-beijing-6 k1l (JkET) | cn—shanghai-2 #%1 ( Ei§) | cn—guangzhou-1 #EF1 (J7MD | en-
hongkong—2 ¥ | ap-singapore—1 Hihnk

RegionName

ik HdE o AR
A String
RRAEE: /&

AEME: Aedbl (b | AR CRig | L M) | FE

o
RegionEnName

IR H PS4 HR

A String

B &

AJi%E{E: CN North 1(Beijing) | CN East 1(Shanghai) | CN South 1(Guangzhou) | Hong Kong| Singapore

Status
o fliiR: HERE
o ZBAU: String
o E/mAUEYE: T
o H[HEMH: block H2Ed | unblock CLffE

BlockTime
o k. FAKIA]
e KM String
o EmAEY: T
UnblockTime
o ffiik: fREET(A]
e J5HY: String
o EMAEE: T/

PlanUnblockTime

o Hfiidk: FITEE T (A
e J5HY. String

AW B EETP
DescribeBlockIp (&E#HIHZE1P)
WRFTA: GET

Request Parameters (iHFRZSH0O

SearchStr
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iR: FEATpal T & SL 5 4 FR
KM String

KE: 0-100

EEAEE: &

Status
o fHik: RE
o KA. String
o BETWEE: &
o T[ikMH: block 25| unblock CLAfE

InstanceType

k. BHREZRA

ZBEAY . String

KR 0-100

RBETHRE: 2

ATEME: vpe vm =ARSSEE | 1b ik

other HAih

RegionCode
o FHiIR: Hds A .CoARRY
o 2BAU: String
o KJEF: 0-100
o EMUEY: &
o T[IEfH: cn-beijing-6 #Jk1 (JkHT) | cn—shanghai-2 #%1 ( E#F) | cn—guangzhou-1 #EFG1 (J7MD | en-

hongkong—2 ##k | ap—singapore—1 Hrim

StartTime
o fHiA: FIMRUGETE]
e KM, String
o REWEE: &
e ;nfl: 7 2021-08-01 11:23:40°

endTime

ik A2 A (]

ZB5AY: String

RBAIEE: &

s 0 2021-08-01 11:23:40°

Response Elements (iR [E[{EH)
RequestId

o fHiik: iERID
e KM, String

BlockIpSet

o ffiik: HEEIPEE
o kAU, BlockIp list

RegionSet

o iiR: FTENEES
o AL, Map list
o /~fil: [{"RegionCode”:”cn-beijing—6", "RegionName” : #k”, } ]

ResourceSet

o Hil: TIHBHES
o KA. String list
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Examples (Z41)
Sample Request (iFXK)

http://kead.cn-bei jing—6.api.ksyun. com/?Action=DescribeBlockIp
&Version=2020-01-01
&region=cn-bei jing—6

Sample Response (i&[A])

“"RequestId”: "cOb3ff23-3243-42c0-b8c4-2b0aabe68967”,
“BlockIpSet”: [
{
“Ip”: 7120.11.112.1407,
“InBps”: 0,
“AttackType”: 77,
”InstanceType”: “other”,
”InstanceName”: ””,
“RegionCode”: ”cn-shanghai-2",
“"RegionName”: "fE4&K1 (L) 7,
“RegionEnName”: “CN East 1(Shanghai)”,
”Status”: “unblock”,
“BlockTime”: 72021-06-24 20:02:50”,
“UnblockTime”: 72021-06-25 19:58:227,
“PlanUnblockTime”: ”72021-06-25 20:02:50”

“Ip”: 7120.11.112.1407,
“InBps”: 0,
“AttackType”: 77,
”InstanceType”: “other”,
”InstanceName”: 7”7,
“RegionCode”: ”“cn-shanghai-2”,
“RegionName”: "#7%1 (ki) 7,
“RegionEnName”: “CN East 1(Shanghai)”,
”Status”: “unblock”,
“BlockTime”: 72021-08-11 10:23:23”,
“UnblockTime”: 72021-06-25 19:58:227,
“PlanUnblockTime”: “2021-06-25 20:02:50”
}
1,
“RegionSet”: [
{
“RegionCode”: “cn-shanghai-27,
“RegionName”: "fEZR1 (L) 7,
“RegionEnName”: “CN East 1(Shanghai)”

{
“"RegionCode”: “cn-beijing—6",
"RegionName”: “#dt1 (dbxD) 7,
“RegionEnName”: “CN North 1(Beijing)”
1,
{
“RegionCode”: ”“cn-guangzhou-17,
“RegionName”: "#EFg1 (J M) 7,
“RegionEnName”: “CN South 1 (Guangzhou)”
}
1,
“ResourceSet”: [
“other”,
“vpc_vm”,
b
1,
“BlockIpCount”: “2”
}
EXIIPS /7
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