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AEBH

N

NIEBER A 0penAP T D& T B A KIERSE . SLRFGETHIPOSTHI AFHTTP 72

o GETiER: JfEurl fiquery. THi. #ltn: {sevice}.api. ksyun. com? {MV55ZS50 & {AFESHD .
e POSTi&ER: AtfEhttp body R, Hlun: (MSESE0 & {AILSHD .

47 wp REIAZ Hiid
Accesskey String = P e & a1 MAccesskey, 3R G S #3RAK/SK
Service String = RS, SHIEREEHFTTUH
Action String 2 B4, S5iRAREARopenAPTH >
Version String = BORAS, 5HEARERIERDOAR
Timestamp String P AFIE), UTCHEZR, f4n: 2019-08-13T17:18:367
SlantureVerst siring g BAIEARE, BEMH: 10
(Sllg“atureMetho String 2 AR, [ : HMAC-SHA256
Signature String = %4, BMEERZEANLG]
] . o ST A TSI s b Bt
Region String 7 %iﬁ, AMEER I cn—beijing—6. AFERSS CFEHIregionNH], SHUERKREEM T
A, T AIGAK/SKRE BEALZ 7B, WM HGET vk, Tz 7B T
SecurityToken String & urlencode
SR NS 2 SORY R I A €0 R B S 4y
DryRun Boolean @& R A0 3 2 A AR BT AR, T2 B R A PAT B E
Format String A e R, [EE{E: json

224 DL

1. 4 38E BEVE AL 3 R 7 4
B ERSBHF

o RSB AILSHANLZSH, AEAKSHSignature.
o HEF MU DL S HA 15 0 7 SR

B ERSEG EUTF-8 7 A4 12 FRECIISG AN N 4 B 175 SR S HAN RO, S HLIU 4 F -
o MTEMA "~ Z.a ~ z. 0 9ULKAFER- . AU Agw,

o ST HAM RIS XY 0, HAXY RS R MASCI TG 1674 (K'5) .
ANRNE S LI AIURLEncode 77 AR, SN T 15 ZIREC3986 KLU I Zmft, 4 A a A4

o MR IEFHIZJavad ] java. net. URLEncoder, ®] PLZEFJURLEncoder. encode 7iEgmAd, [l &5 2w o 1)+
s (4 Firoh%20. 2SS ) FHON%2A. BTEF NIRRT () B,

o MPEMAKIZgolangF net/url, AJLLMurl. Values. Encode7VE4uf, W% gmis 5 7R+ s
(+) B A%20807];

o WIRAEA I ZphpH [ rawurl encode 7775, ANiEEEE

o WIRAEA I Zpython3H FJurl 1 ib. request, T LLHurllib. request. quote/5i%, #EF8E A& IR
2 ) Agmig, Flhnurllib. request. quote(str, ), stroNfFmiL TR R,

F=0 ERSEPHEHCanonical izedQueryString #XfURLEncode/m IS M A MM SEE, H=#HTHERE. R0 2 FE
AT ER:, BRI R F/KF Canonical izedQueryString.

2. TMHZA .

sign = hash hmac( ‘sha256’ , CanonicalizedQueryString, sk)
signfH N2 44 BRI [F1 1633k il 4% 0N B 7455 5

BRI

5346bf ebeb3f2162e2459¢09a52b640584e5f 1aa5012b15c6b85388680d4663e 112425 44 It FH (1) sk NAccesskey X B2 (IFR4H, 18 F
[RGBy 2. HMAC-SHA256.
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https://docs.ksyun.com/documents/40311
https://docs.ksyun.com/documents/40298
https://docs.ksyun.com/documents/1472
https://datatracker.ietf.org/doc/html/rfc3986
https://datatracker.ietf.org/doc/html/rfc3986
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3. B L EENSignature S HEB MBI E RS H P .

224 1 B 7 B

ZREBI LLiam AR 25 B CreateUser W, M EEHIZAPT CRY.

HIE ML ERFZFRFH: CanonicalizedQueryString
//VERSEEH

array (
" Accesskey’ => ” AKLTXQVFOpOmS6aahlrD5r0B3Q", //A$LZ#
*Service => ’iam’, ///Aij\: 10

"Action’ => ’CreateUser’, /A;% %

"Version’=> " 2015-11-01", //AHLSH

" Timestamp’ => ’2021—08—12T02 47:367°, //ASH
’SignatureVersion’=> *1.0°, //A#ZH Zﬁl

" SignatureMethod’ => " HMAC-SHA256, //A3LZ%
*UserName’ => ’Ttest’, //M5S#

"RealName’ => " PR, //W%54

"Email’ => ’zsce@kkingsoft.com’, //M5S%
"Remark’ => " “ce shix%#t|+, //W%SH

)

B WRSHHT

/AR T

array (
"Accesskey’ => ~ AKLTXQVFOpOmS6aahlrD5r0B3Q’,
"Action’ => ’CreateUser’,
"Email’ => ’zsce@kkingsoft.com’,
"RealName’ => " UM,
"Remark’ => " “ce shix%#|+,
"Service’ => ’iam’,
’SignatureMethod” => ~HMAC-SHA256 ,
’SignatureVersion” => '1.0°,
*Timestamp’ => ~2021-08-12T02:47:367",
*UserName’ => ’Ttest’,
"Version” => ’2015-11-01",

)

F 0 WRSEGRD

// GRS EE RN

array (
"Accesskey’ => " AKLTXQVFOpOmS6aahlrD5r0B3Q’,
>Action’ => ’CreateUser’,
"Email’ => ’zsce%40kkingsoft.com’,
"RealName’ => " %E5%91%A8%E5%9B%9B%E6%B5%8B%ES%AF%95,
"Remark’ => " “ce%20shi%2A%25%23%7C%2B’ ,
"Service’ => ’iam’,
" SignatureMethod” => ’HMAC-SHA256 ,
’SignatureVersion” => "1.07,
"Timestamp’ => ~2021-08-12T02%3A47%3A36Z,
*UserName’ => ’Ttest’,
"Version” => ’2015-11-01",

)

F=25 RS EPHEKCanonical izedQueryString

//BHRERIT

Accesskey=AKLTXQVFOpOmS6aahlrD5r0B3Q&Action=CreateUser&Email=zsce%40kkingsoft. com&RealName=%E5%91%A8%E5%9B%9IB%E6%B5%8BUES%AF
%95&Remark="ce%20shi%2A%25%23%7C%2B& Service=iam&SignatureMethod=HMAC—-SHA256&SignatureVersion=1.0& Timestamp=2021-08-12T02%3A47%

3A36Z&UserName=Ttest&Version=2015-11-01

2. IHEE4

sk =’ OMovU5SPTLh6y9E9Toe3K411jt99VqyQSBXgAcDY1049R31vUIzb6e/ e fZCFDmtF1zw=="

CanonicalizedQueryString = “Accesskey=AKLTXQVFOpOmS6aahlrD5r0B3Q&Action=CreateUser&Email=zsce%40kkingsoft. com&RealName=%E5%91%
A8%E5%9B%9B%E6%B5%8B%E8%AF%95& Remark="ce%20shi%2A%25%23%7C%2B&Service=iam&SignatureMethod=HMAC-SHA256&SignatureVersion=1.0&T

imestamp=2021-08-12T02%3A47%3A367Z&UserName=Ttest&Version=2015-11-01"

//sign = hash hmac (" sha256’, CanonicalizedQueryString, sk)

sign: fc9088ab845949dac4040be9b7ce7859068b5¢c21d4¢c400fec8eelcefb777f659

3. BELEENSignature S FERMBNE RS H+
/ /R :
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curl —s -L -X POST ’iam.api.ksyun.com’ \
-H ’Accept: application/json’ \

-H ’ Content-Type:

-—data—urlencode
-—data—urlencode
-—data—urlencode
——data—urlencode
——data—urlencode
——data—urlencode
-—data—urlencode
——data—urlencode
-—data—urlencode
——data—urlencode
-—data—urlencode

application/x—www—form-urlencoded” \
" Accesskey=AKLTXQVFOpOmS6aahlrD5r0B3Q" \
"Service=iam’ \

>Action=CreateUser  \
"Version=2015-11-01" \

" Timestamp=2021-08-12T02:47:367" \
’SignatureVersion=1.0" \

" SignatureMethod=HMAC-SHA256" \

" UserName=Ttest’ \

" RealName=J& PUili" \
’Email=zsce@kkingsoft.com” \
’Remark="ce shi*%#|+ \

——data—urlencode ’Signature=fc9088ab845949dac4040be9b7ce7859068b5c21d4c400fec8ee0cefb777£659’

PHP

PHPZ 4 DEMO I T

/ /I Hsi gny idis VUSRS A% A B AT

function sign($params, $secret key)

ksort($params, SORT_STRING) ;
$§str_encode = " ;
foreach(§params as $k=>§v) {

§str_encode .= rawurlencode($k).” =" .rawurlencode ($§v). &’ ;
}

$str_encode = substr (§str encode, 0, -1);

return hash hmac (”sha256”, $str encode, $secret key);

}

$arr =[
> Accesskey’ => * AKLTXQVFOpOmS6aahlrD5r0B3Q’,
’Service’=> ’iam’,
"Action’ => ' CreateUser’,
>Version => *2015-11-01",
>Timestamp’ => ~2021-08-12T02:47:367",
’SignatureVersion' => ’1.07,
’ SignatureMethod’ => ~ HMAC-SHA256
>UserName’ => ’Ttest’,
’RealName’ => " JHPYIIH,
"Email’ => ’zsce@kkingsoft.com’,
"Remark’ => ’“ce shix%#|+,
1;
$sk =~ OMovUSPTLh6y9E9Toe3K411jt99VqyQSBXgAcDY1049R31vUIzb6e/efZCFDmtFlzw=="";

$signature = sign($arr, $sk);

var_dump ($§signature) ; //fc9088ab845949dac4040be9b7ce7859068b5c21d4c400fec8eelcefb777f659

JAVA

javaZEZDEMOMI R :

package com.ksyun.util;

import org.apache.commons. codec. digest. HmacAlgorithms;
import org.apache.commons. codec.digest. HmacUtils;

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.nio.charset.StandardCharsets;
import java.util.HashMap;

import java.util.Map;

import java.util.TreeMap;

import java.util.regex.Matcher;

import java.util.regex.Pattern;

/kkk
fEFET, SR S 2B . MR 754G main, testl, test2
EIXA I F EH O TN
X4 SignatureUtils. signature (params, secretKey)

kk/

/%%
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* @author chenxushao@kingsoft.com
*/
public class SignatureUtils {

private static final Pattern ENCODED CHARACTERS PATTERN;

static f{

StringBuilder pattern = new StringBuilder();

pattern. append (Pattern. quote ("+”))
.append(”|”)
.append (Pattern. quote ("*”))
.append(”|”)
.append (Pattern. quote ("%7E”))
.append(”|”)
.append (Pattern. quote ("%2F”)) ;

ENCODED CHARACTERS PATTERN = Pattern.compile (pattern.toString());

}

/%%
* R () SIS, T HE)E TR EE %20 (%20 85758
* fEURLEncode )5 fatf = # /& NS () Bl %20, 25 ) B %24, %78 BHHEPHIRS O

*/
private static String urlEncode(final String value, final boolean path) {
if (value == null) {
return 7”;
}
try {

String encoded = URLEncoder.encode (value, StandardCharsets.UTF 8.name()) ;
Matcher matcher = ENCODED CHARACTERS PATTERN.matcher (encoded) ;
StringBuffer buffer = new StringBuffer (encoded. length()) ;

while (matcher.find()) {
String replacement = matcher. group (0) ;
if ("+”.equals(replacement)) {
replacement = “%20”;
} else if ("*”.equals(replacement)) {
replacement = "%2A”;
} else if ("%7E”.equals(replacement)) {

nn

replacement = ;
} else if (path && "%2F”.equals(replacement)) {
replacement = 7/”;
}

matcher. appendReplacement (buffer, replacement) ;
}
matcher. appendTail (buffer) ;
return buffer.toString() ;
} catch (UnsupportedEncodingException ex) f{
throw new RuntimeException(ex) ;
}

}

private static String getCanonicalizedQueryString (Map<String, Object> params) {
final Map<String, String> tmap = new TreeMap<>();
for (Map.Entry<String, Object> entry : params.entrySet()) {
String key = entry.getKey() ;
Object value = entry.getValue() ;
String encodedParamName = urlEncode (key, false);
String encodedValues = urlEncode (value.toString(), false);

tmap. put (encodedParamName, encodedValues) ;

}

final StringBuilder sb = new StringBuilder();
for (Map.Entry<String, String> entry : tmap.entrySet()) {
if (sb.length() > 0) {
sb.append ("&”) ;
}
sb. append (entry. getKey ()).append (' =" ). append (entry. getValue ()) ;
}

return sb. toString () ;

}

public static String signature (Map<String, Object> params, String secretKey) {
String canonicalizedQueryString = getCanonicalizedQueryString (params) ;
return new HmacUtils(HmacAlgorithms. HMIAC SHA 256, secretKey).hmacHex (canonicalizedQueryString) ;

}
public static void test2() {
String accesskey = “AKLTXQVFOpOmS6aahlrD5r0B3Q”;
String secretKey = “OMovUSPTLh6y9E9Toe3K411jt99VqyQSBXgAcDY1049R31vUIzb6e/efZCFDmtFlzw=="";

Map<String, Object> params = new HashMap<> () ;
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params. put ("Accesskey”, accesskey) ;//AES%E
params. put ("Service”, “iam”);//AFSH

params. put (“"Action”, “CreateUser”);///3k

&

%

=

params. put("Version”, 72015-11-01")://A3LS%

params. put ("Timestamp”, 72021-08-12T02:47:3627) ;// A%

params. put (“SignatureVersion”, “1.07);//AFLZ%

params. put ("SignatureMethod”, “HMAC-SHA256")://A¥Z¥
params. put ("UserName”, “Ttest”); //api%FfZH

params. put ("RealName”, “JHUYMR") ;//apitFh SH
params. put ("Email”, “zsce@kkingsoft.com”);//apif§HZH
params. put ("Remark”, ”“ce shix%#|+");//apififiSH

System. out. println(signature (params, secretKey)) ;

}

public

static void testl() {

String accesskey = “AKLTXQVFOpOmS6aahlrD5r0B3Q”;

String secretKey = “OMovU5SPTLh6y9E9T0e3K411jt99VqyQSBXgAcDY1049R31vUIzb6e/efZCFDmtFlzw=="";

Map<String, Object> params = new HashMap<> () ;
params. put ("Accesskey”, accesskey); //ALSH
params. put (“Service”, “iam”); //AILSH
params. put ("Action”, “GetUser”); //A3ItZ%
params. put ("Version”, 72015-11-01"); //AISH

params.

params. put (“SignatureVersion”, 71.07); //AIS%
params. put (“SignatureMethod”, “HMAC-SHA256”); ///A3tZ%
params. put ("UserName”, “freestest”); //apitiB S

System. out. println(signature (params, secretKey));

}

public

testl O ;//Z4 4 F: 9294d873d0f921bed24b6089708b66fbdfc4abealeb30ad21e73ce603b82fbb7
test2() ;//B4 45 % £c9088ab845949dac4040be9b7ce7859068b5c21d4c400fec8eelcefb777f659

Go

static void main(String[] args) {

GoZE & DEMOT T

package main

import (

“crypto/hmac”
“crypto/sha256”
”encoding/hex”

”emt”

“net/url”
P
strings

)
/ /I 1 gny idig VUSRS AL A BT al

func sign(params url.Values, sk string) string {

strEncode := params.Encode ()

strEncode = strings.Replace (strEncode, “+7, "%20”, -1)
h := hmac.New(sha256.New, []byte (sk))

h.Write ([Ibyte (strEncode))

return hex.EncodeToString (h.Sum(nil))

}

func main()
params
params.
params.
params.
params.
params.
params.
params.
params.
params.
params.
params.

sk := “OMovU5PTLh6y9E9Toe3K411 jt99VqyQSBXgAcDY1049R31vUIzb6e/ e fZCFDmtF1zw=="

P

{
:= url.Values{}
Add (“Accesskey”, ”“AKLTXQVFOpOmS6aahlrD5r0B3Q”)
Add ("Service”, “iam”)
Add ("Action”, ”“CreateUser”)
Add (“"Version”, ”72015-11-01")

Add (“Timestamp”, 72021-08-12T02:47:36%2”) //i#idtime.Now().UTC().Format(”2006-01-02T15:04:052") SL¥

Add ("SignatureVersion”, 71.07)

Add (”SignatureMethod”, ”“HMAC-SHA256”)
Add (“UserName”, “Ttest”)

Add ("RealName”, & PYMik")
Add("Email”, ”“zsce@kkingsoft.com”)
Add ("Remark”, ”““ce shix%#|+”)

signature := sign(params, sk)

fmt. Println(signature) // fc9088ab845949dac4040be9b7ce7859068b5c21d4c400fec8eelcefb777f659

put ("Timestamp”, 72021-08-06T07:45:362"); // A%

=

%

%
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Python

python3 24 DEMOYNF -

import sys, os, base64, datetime, hashlib, hmac
import urllib.request

# i i si gn7 Vs UL EIACHS TRE py B m]
def sign(params, secret key):
str_encode = "’
param keys = sorted(params.keys())
for key in param keys:
str_encode += urllib.request.quote (key,

y Vs )

) + =" + urllib.request.quote (str (params[key]),

5y~

RS

return hmac.new (bytes(secret key, ’utf-8 ), bytes(str encode[:-1], ’utf-8"), hashlib. sha256).hexdigest()

arr = {
"Accesskey’ : " AKLTXQVFOpOmS6aahlrD5r0B3Q’,
’Service’ : ’iam’,
"Action’ : ' CreateUser’,

"Version” : ’2015-11-01",
*Timestamp’ : ~2021-08-12T02:47:367", # {41 N7 == AUTCHK K [E], datetime. datetime. utcnow ()
’SignatureVersion” : 1.0,
" SignatureMethod’” : *HMAC-SHA256,
*UserName’ : ' Ttest’,
"RealName” : ° A PUMIR,
"Email’ : ~zsce@kkingsoft.com’,
" Remark’ *“ce shix%# |+
}
sk =~ OMovUSPTLh6y9E9Toe3K411 jt99VqyQSBXgAcDY1049R31vUIzb6e/efZCFDmtF 1 zw=="
signature = sign(arr, sk)

print(signature) #%5H: fc9088ab845949dac4040be9bT7ce7859068b5c21d4c400fec8eelcefb777f659
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