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o EAWDR: HTTP GRABEAATAT S 0 br PR AU B, @i RESTful APT HEAT HTTP W5sR4BAE. KSSHRUCBIME 44 R, G A Pl R M SR VP 4405 0K, F 2R [M40351% o
o ZEZAR: HITP WORIHEWAEY, KSR IRICEIN EJG, AT SO IE, SUER D2 I PATIE R, K2R 4038 A5 SRR R, KS34R4L 7 oML 40 T T4 V22844,

JEZ PR AR, PR ]
BITHTTP I 3R Sk K% % 4
FH AT DALEHTTPS SR H 8 iAuthorizationi# sk Sk R B G B L IEH..
BRI

“Authorization: KSS” + YourAccessKey + ”:” + Signature
Signature =Base64( HMAC-SHAL( YourSecretAccessKey, UTF-8-Encoding-0f( StringToSign ) ) ) ;

StringToSign = HTTP-VERB + "\n” +
Content-MD5 + “\n” +

Content-Type + “\n” +

Date + “\n”  +
CanonicalizedKssHeaders + “\n”
CanonicalizedResource;

CanonicalizedResource = [ ”/” + Bucket ] +

<HTTP-Request-URI > +
[<sub-resource>];

LI

HTTP-Verb F/RilRMJ7%, W1 GET\PUT\POST\DELETESS
Content-MD5 7~ i 3K P 25045 OMDSME, 1 FBase64%itl. 24ik Kk & Content-MD5I}, 7 A StringToSignH 44 Content-MD5, 75 (77) 4K

R Content-MD5[ RV A Xt K DS 2,  FRMD5H Z2 i Base644mis, HhIRI AR T E MHex G, M54 18 5 8 TR A MDSZ BRI ftex s i), AT LA MMD5EL Hi ok (145 5 Aylex

ZRADIS, S  EO ORI R Hex D, 285 FHiBase64gwig . TEAERIC2616

Content-Type FinifRAKKISEHY

Date FRUBLUCHEREEIERINIE], ©AUN HITPL 1 P2 FRi OMT 430, 0 Tue, 30 Nov 2021 06:29:38 GMT, #Dateli a] SKS3HR S uIN A 22167081 L[, TIKSSHFIR [B1403554% .

R AIE PR REDa el Rk XFHILT, TSN T ERFDate FBIMIFM, fECanonicalizedKssHeaders i Ax-kss-date, #15Date—5. HiFRP A&

kss—dateskif, KSS{ETHEIZEAMM & BMkDatek.
Canonical izedKssHeaders FZRHTTPHE R (¥ Lhx—kssTFkffHeaderl 4, VW Canonical izedKssHeadersit#f 5.

Canonical izedResource s Vi 5%, £ W.CanonicalizedResourceffi

WIRAETR T, Content-Type, Content-MDSFHRAASFLE, MAZMEMZH ) K.

CanonicalizedKssHeadersit$ 77 ik

FATUA “x—kss=" NHTZAIHTTPIE R L AR ACanonical izedKssHeaders. ‘& (A 7 %00«

1) T L “x—kss=" NRTSIMHTTPIE Rk 44 A4 /NS 7B, I X-KSS-Meta—Name: Jack’ ##ipl’ x—kss-meta—name: Jack.

2) A§ BB BT HT TP RSk 7 73T T+ HES o

3) WA AR TRk, WARYEFRAERFC 2616, 4. 28T AIF (MAMEZ MR FES 5k o PIAEP %A xkssmeta—name” iRk, IR HA"

JiN: ' x-kss-meta—name:fred, barney’ .
4) MBS SRS AN 2 2 18] B A e i R B AR T 25 K% . W1 x-kss—meta—name: fred, barney’ ##tf: * x-kss-meta—name:fred, barney’ .
5) AR AAE \n” REFFIE, PidR)G FCanonical izedKssHeaders.
e FiCanonicalizedKssHeadersy%s, Foii ¥ MRS 1 \n.
o R AR, W EAER SN, Fll: x—kss-meta-yourname:Lee\n
o WA AR, WA \n" S BEAHERAE —i2, HFHAERJTHRIN, BIUl: x—kss-meta-myname: Jack\nx—kss-meta-yourname:Lee\n
o IR AR RI%E Date 3Rk, MTEHFTCanonical izedKssHeadersit AN x—kss-date %K%,
#3FCanonicalizedResource {75 i%
R IR S BV IIKS3 H AR B BEF NCanonical izedResource. 41T :
/[BucketName/[0b jec tKey [?SubResource]]]
BucketName: FilJiif 5RifIBucket 4 F5 .
ObjectKey: FIJ'ilRAIOb ject AFR, T2 XT0b ject £ FRMURLYHY o
SubResource: F &K HH. {LURLSH

StringToSigni Al {Content-Type, Date, Content-MDSIXLEIERLM AT, HAFXEFERLMME. (HZELL “x-kss” FFkMiE R L4 FAEH S EStringToSignd .

fred” Fi1’

barney’ , NI

ff)”acl”, “1ifecycle”, “location”, "logging”, “notification”, “partNumber”, “policy”, “requestPayment”, “torrent”, “uploadId”, “uploads”, “versionId”, “versioning”, “versions”, “website”,
content—type”, “response—content-language”, “response-expires”, “response—cache-control”, “response-content-disposition”, “response—-content-encoding” i i R, WXL ) FIRFER K

LA RAL A RURLER T4 (375 RA) 42 IR0, AVNEIRHES, PO IR HESY, BRI B|SubResource.,

Canonical izedResourcetdi& /7240 R

1. CanonicalizedResource="/"

2. nYBucketName A %3, M CanonicalizedResource = CanonicalizedResource + BucketName + “/”

3. wHobjectKey A A%, M CanonicalizedResource = CanonicalizedResource + ObjectKey

4. FffeCanonical izedResource  [IXURAT ("/ /") A" /% 2F”

5. HiHSubResource AN A%, MiCanonicalizedResource = CanonicalizedResource + “?” + SubResource
~
PLR AL V2SS A (7~ il ) Fh A F (7 i) 4 4 R

28 =1
KSSAccessKeyTd AKLTA6gLnuowT6KzKybUQNCOTw
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KSSSecretAccessKey

GET Object

Mexamplebuckettrget X%
R

GET /1. txt HITP/1.1

Host: examplebucket. ks3—cn—beijing. ksyuncs. com
Date: Tue, 30 Nov 2021 11:06:30 GMT

0Cd5HzFDULYDUG6e THASvdt IRRn5bgKNKd1 8 JxuFrYne+bazX7gmoYUG73X jJ/d2sg==

GET\n
\n
\n

Authorization: KSS AKLTA6qLnuowT6KzKybUQNCOTw:i+Pi Tue, 30 Nov 2021 11:06:30 GMT\n

OclsxIeby jZwyid/+kxmXs8=

/exampl ebucket/1. txt

StringToSign

VER: CanonicalizedResource i bucket & HK, (HAZNTTPIFRURTHEA, [ Mbucket 44 FK2EHo stifi R ki E .

ABIRIL T

import base64
import hmac
from hashlib import shal

h = hmac. new ("0Cd5HzFDU1YDUG6eTHASvdt1 RRn5bgKNKd18 JxuFrYne +bazX7gmoYUGT3X jJ/d2sg==",

Signature = base64. encodestring (h.digest()).strip()
PUT Object
filexampl ebucket 1 F A% —At 4

R
PUT /1. txt HITP/1.1
Content-Type: text/plain
Content-Length: 10
Host: examplebucket. ks3-cn—beijing. ksyuncs. com
Date: Wed, 1 Dec 2021 01:46:43 GMT

PUT\n
\n
text/plain\n

Authorization: KSS AKLTA6qLnuowT6KzKybUQNCOTw:k53X Wed, 1 Dec 2021 01:46:43 GMT\n

6xt0120291QDYY/IA3NGVrY=

[datal

/examplebucket/1. txt

“GET\n\n\nTue, 30 Nov 2021 11:06:30 GMT\n/examplebucket/photos/1. jpg”,

StringToSign

. Content-TypeifisRLfU & iR, WAL AEStringToSignd. (HiFRF A Content-MD5IEKR %, FiLAStringToSignH /&4 4T .

List Objects
41 Hiexampl ebucket 1 1% B o

ER
GET /?prefix=1&max—keys=50 HTTP/1. 1
Host: examplebucket. ks3—cn—beijing. ksyuncs. com
Date: Wed, 1 Dec 2021 01:51:57 GMT

GET\n
\n

\n
Authorization: KSS AKLTA6qLnuowT6KzKybUQNCOTw:Vpjl Wed, 1 Dec 2021 01:51:57 GMT\n

PQFR7PuTYnbZ1Xp/BrEgBSw=

/exampl ebucket/

#E: CanonicalizedResourceffJ45BEHRAT/, AHFHH N,

FREXACL
FRHexampl ebucke t ¥ i 4% il A PR IC .47 6 o

iR
GET /?acl HTTP/1.1
Host: examplebucket. ks3—cn—beijing. ksyuncs. com
Date: Wed, 1 Dec 2021 01:56:35 GMT

GET\n
\n

\n
Authorization: KSS AKLTA6qLnuowT6KzKybUQNCOTw:97pp Wed, 1 Dec 2021 01:56:35 GMT\n

TrAzws JnbvYwCHa jNWnq7Mw=

/exampl ebucket/?acl

ViR fECanonical izedResource P& T B A5 ) 744 B B4

Delete Object

Mexamplebucket FHERXS % . bucketfEPathd$85E, FH{#Fx-kss—dateld>Rk.

BN
DELETE /examplebucket/1. txt HTTP/1. 1
Host: ks3-cn—beijing. ksyuncs. com
Date: Wed, 1 Dec 2021 03:39:18 GMT
x—kss—date: Wed, 1 Dec 2021 03:39:18 GMT

DELETE\n

\n

\n

Wed, 1 Dec 2021 03:39:18 GMT\n

Authorization: KSS AKLTA6qLnuowT6KzKybUQNCOTw: jUOK x—kss—date:Wed, 1 Dec 2021 03:39:18 GMT\n

m9Q1 cWxLiRIBNw13+F 1 HKuw=

/exampl ebucket/1. txt

VERG: JEE R x—kss—datelif 3R 3k & ADa teiif K ko

0 B 5E S e xt g
TR TAE B AT RN, HEE T E e e .

ER
PUT /1. txt HITP/1.1
Host: examplebucket. ks3—cn—beijing. ksyuncs. com
Date: Wed, 1 Dec 2021 06:26:05 GMT
X-Kss—Acl: public-read
Content-Type: text/plain
Content-MD5: u7ig5XwQTNpAyThDrV5tuA==
X-Kss-Meta—keyl: valuel
X-Kss-Meta—key2: value2
X-Kss-Meta—key2: value3
Content-Disposition: attachment
Content—Length: 10

Authorization: KSS AKLTA6qLnuowT6KzKybUQNCOTw:vKIN

g6vkG6bJWk3HDYby6Q00eBw=

[datal

PUT\n

u7ig5XwQTNpAy ThDrV5tuA==
text/plain\n

Wed, 1 Dec 2021 06:26:05 GMT\n
x—kss—acl :public-read\n
x—kss—meta—keyl:valuel\n
x—kss—meta—key2:value2\n
/exampl ebucket/1. txt

StringToSign

StringToSign

StringToSign

StringToSign

shal)

R “xkss=” WRIMHRT, IFEHNEFRF. R Content-Type, Content-MD5i 3K KM T StringToSignr, {HiHAhKIContent—#ii K KA BN o

List Buckets

StringToSign

e
E
NI
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GET / HTTP/1.1 GET\n

Host: ks3-cn—beijing. ksyuncs. com \n

Date: Wed, 1 Dec 2021 06:29:04 GMT \n

Authorization: KSS AKLTA6qLnuowT6KzKybUQNCOTw:G8TT Wed, 1 Dec 2021 06:29:04 GMT\n
1gyd1 SkLIgSyG6kYP+IcF+A= /

Xt R 4 B 4 B
53 StringToSign
PUT /%E6%B5%8B%E8%AF%95. txt HTTP/1. 1 PUT\n
Host: examplebucket. ks3—cn—bei jing. ksyuncs. com \n
Date: Wed, 1 Dec 2021 06:32:40 GMT text/plain\n
Authorization: KSS 7799e793ce4624ee7eba:dxhSBHoI6e Wed, 1 Dec 2021 06:32:40 GMT\n
VSPcXJqEghl UzZMnY= /exampl ebucket/%E6%B5% 8B% E8%AF% 95. txt

FERG: StringToSign 6 G4 FRUEURL Y «
#id URL QueryString K% 4
B TR S BIMNE R AL, P IE AT LIS 44 5 BN BIURLE W S 400 SORE At v DL I o) U 28 B B2 U7 10 % S 808t
VEB: AHHURLAS 477 30, 44 BB S0 7 3oL ST ] Py 52 9 7 TR L R, 2 U0 B AT A P
URL L 5 2 R it F
http://examplebucket. ks3-cn-bei jing. ksyuncs. con/1. txt?KSSAcce ssKey 1d=AKLTAGLnuowT6KzKybUQNCOTR& Expires=16383450108S 1 gnature=0TNTz % 2FDcz2s jL606LCnc00U0SES 3D

VER: fEURLHSEINZE 4, 2%/ Signature, Expires, KSSAccessKeyId=/NZ%(.

1R ZH
ERS AWK A ik

KSSAccessKeyld AKLTABQLnuowT6KzKybUQNCOTw ?;E%%g;;szﬁeﬂd' BRI
AT IR, JEUNIXIN[R], BJ)
(1970 4 1 H 1 H 00:00:00

_ UTC BLRMR S, iniKs3Helt

Fxpires 1038343010 SIURLRAIIT o) T4 110
FMExpiresZ L, NIR [ R
RIS (R A o

Signature 0INTzi%2FDcz2s jJL606LCnc00UOSES 3D RG24

URL 4 55 28 42 () 7 AR 3R Sk v L 5 26 42 M STVR B AR — R, XN

1) @ URLEL AN, ZATHIDate ¥ sExpires 2 ¥ .

2) ASCREF /EURLAIHead AL 52544

3) WAL A[MSignature, Expires, KSSAccessKeyIdtHBAAIE—Wk, LA XA,
4) TR SGIUET RIS (] /2 5 T Expiresiif ]

o UnSLE RIS (8]0 TExpirestiy (8], T3 [A14E (20 A4 ;
o DURFRIN RN TExpiresif (i), MHHEL4 .

5AWS S3HIFRA
KS3[ I 32 #KS3 V2RIAWS V22547
o UEHTTPIE R RIEE AT, WfAuthorizationfIE LAKSSH 3k, MRAMIEKS3 V217440, HxkssH MU RLIMAZLEL T, R AuthorizationfI{E LAAWSH 3k, AR AMRHEANS Vo&e4s, #4

x—amz Ik RN 25
o EITURLIE RS ML XS LI, WHRSHNKSSAccessKeyTd, AAMIEKSS VoREIT444; WIRBHONAWSAccessKeyd, ATAMRIFANS V2HEATZA

HRBEHAVA

R GAFAERSS (KS3) I, WI@id RESTful APT Xb KS3 2 HTTP BE441RE HTTP ZE435K, X TR, KSSIR S5 At ie 20 i SR A ke # AT S 3 3R 0iE

o AR HTTP FRAHENATAT 0 bR PRI SRS B, S8 RESTful APT HEAT HTTP #:R3%4E.
o BHER, TP HRIHESEL, KSR IMIEEI A, HATHHIRIE, Toul oM B R F T R, 75 TS 2R A5 B3 B 7R

KS3RfEVARIV2 R Fh 244 70, HEFEAE VA% 4 7. KS3 VA% A HEZE AWS Signature Version 4, %44 771%% WAuthenticating Requests — AWS Signature Version 4.

TER: ASCRURIIEHTTP RESTful APL #3REE4 7, WIAREMH SOK 7T R, SOKh & EEA TRk, SRR RMITHESL . EEHEEE G APL #HTIT RN, & 2R ASC
i 2 BT 2 A TR

VA% 4 R

AIEVAZ A I BEAR LR, 5 IH R A S BRI E 7%,

L QIEMTEIER.

2. FIFA MG R AR (S B OIS 4 I T/ (StringToSign)
3

" AU SecretKey AN BEH, ARAEEE B AL QIR IR 4 4 AR A
4 BRI AINE] HTTP 3Rk B N S HORINE] URL .

N Ve
F T el BLR LR Oy Aok g2 4405 B

o i HTTP Authorization 1RKAIRZEAER, XAEIUEKSSUE KX FeH F /7% FTAKS3 APTHEAE (Post Object#BAERRSN T ZILIHR K.
o jliid URL QueryString Ri%Z44
o {EHTTP Post R PEHESY

JBITHTTP Authorization iERLKREZH
iR
Authorizationi sRKRmGIan F EINFAT RN T IOT ML, SEhrh s R8s -

Authorization: KSS4-HMAC-SHA256
Credential =AKLTYS28X1sBSXCMRPMxU77t7A/20211129/SHANGHAT /ks3/kss4_request,
SignedHeaders=content-type;host;user-agent; x-kss-content-sha256; x-kss-date, Signature=6d9df5717ebb7cdeac7d08d817b80d6a90ca32320b07e46130c64136cade9d48

AU B i T

FRBRAK ik
KSS4-HMAC-SHA256 M TS, BEH.
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P fAccessKey [ARVEEE &, JEHEEEGFEERAM. X, k%, KiL7Rdkss request, #U1F:
\/\/\/\/kss4_request

I Forf:
Credential datetf R AYYYYWNDD.
region: 2 WEndpoint 5RegionflXf MK &R HIRegiondt L4k
service: [#E{EH ks3
SignedHeaders CELERKMIIR, SHRAFTEEERKLT, HESHW, LAEHNG, FHEFRRIRT I THT, "B F: host;range;x—amz—d
: ate
Signature TS 266 25 415 2, BL6AA NG TNt =47 B AR R
LT E = v

D B2 GER - F P LIRS G (BRI fichecksum, IR S ER AT SP . XAy RALRG T 240t B 5 BERRIOR  SRRalers g b fE iy b JRATRESOR P A £
#checksun 254 T, A2 k.

2) KA GHITN - AR A S 53 checksun.

kPRI, #L A x—kss—content—sha2561 K 3k, WREFLE A IR, WK x-kss—content—sha2561% R Sk (ME ¥ B N Sk A checksun i, 75 WP 1 B N SCA 45 85 UNSTGNED-PAYLOAD.
B4l

4 iR

1. Canonical Request

¥

"GET" | "PUT" | "POST" | "HEAD" |..

HTTP Verb + "in" +

L -» UrEncode(<resource>)
Canonical Query String + ™" + ... UriEncode(<Queryparameter1>) + "=" + UriEncode(<value>) + "&" +
T 3 UriEncode(<Queryparameter2>) + "=" + UriEncode(<value>) + "&" + Sorted by QueryParameter

Canonical Headers +"\n" + -.__
UriEncode(<QueryparameterN>) + "=" + UriEncode(<value>)

igned Head "+ -
il eaders + An" + . LowerCase(<HeaderName1) + " + Trim(<value=) + "n" +

Hashed Payload T LowerCase(<HeaderName2) + ™" + Trim{<value>) + "in" + Sorted by HeaderName

i;;)werCase(<HeaderNameN) +"" + Trim(<value>)

LowerCase(<HeaderName1) + ;" + LowerCase(<HeaderName2) +"" Sorted by HeaderName

+ ... + LowerCase(<HeaderNameN)

2, String ToSign Hex(SHA256Hash(<payload>))

"KSS4-HMAC-SHAZ56" + "\n" +
Format ISO8601, e g "20211129"

e

TimeStamp + " 4 --eeeoeooooee T -

- “<yyyymmdd>/region/ks3/kss4_request”
(————|Stope + " + e.g., "20211129/SHANGHAlks3/kss4_request”

Hex(SHA256Hash(Canonical Request))

3. Signature

kDate = HMAC('KSS4" + "<Secretkey=", "<yyyymmdd=")
kRegion =HMAC(kDate, "<region>")
kService = HMAC(kRegion, "ks3")

kSigning = HMAC(kService, "kssd_request”)

—

N signature = Hex{HMAC-SHA256(SigningKey, StringToSign))

TN T B ORI, P R IR e A S B

briki Hik
Lowercase () F R BN NS
Hex () /NE 163D .
SHA256Hash () ZAHBIETL (SHA) IR .
HMAC-SHA256 () % 5], HRAESHA256 5712451 I i
Trim () BRAT AT T 5 SR B 250

URTZifAEAN 52450 UriBncode () @AZURHHIBAT LU R A0«
URIZRASER T Rl FAF 2 AMOGA 74 A -7, 7a’ =72, '0 =79, " =", ", R,
PR R T, BAGILN %207 (RIAE “+7 ) o

UriEncode O BEANURTGR D45 % NP 7N kb (A A
FNHERIE AR F BEL U RS, Bl “ %17 .
B TR RG22, RERHLER /) BT 4G .
B, xR4T Aphotos/ Jan/sample. jpg, JANK 44 B e (¥ IERHT AT 45
EHEW S E O E E LUriBncode %L, LA RS AT LIE ¥ T16.

VER: UG Java b 7R flUriEncode () BR%.

StringBuilder result = new StringBuilder();

for (int i = 0; i < input.length(); i++) {

char ch = input.charAt(i) ;

if ((ch>= "A" && ch <="7") || (ch>="a" & ch<="2") || (ch>= "0 && ch <="9") || ch=="_" ch=="="|] ch=="
result.append (ch) ;

} else if (ch=="/") {

resul t.append (encodeSlash ? "%2F” : ch);

} else

resul t. append (toHexUTF8 (ch) ) ;

i

}

return result. toString();

[| ch==")

[IHETEATES
PRGN Z CEERIRIE URT WRK% AU MR . ARG R
CanonicalRequest = HTTPRequestMethod + *\n’ + CanonicalURT + *\n’ + CanonicalQueryString + ’\n' + CanonicalHeaders + '\n' + SignedHeaders + ’\n’ + HexEncode (Hash(RequestPayload))
HTTPMethod
o HTTPJ7i%, WIWIGET, PUT, HEADFIDELETEZ%.

CanonicalURT

o URIIUZERS B, LA ST «/” HFk, BERFRHARMRBERE N SF/HF C2) #uk (A& LGHME RS H0) . Hl41/examplepath/myphoto. jpg.
o XfFHifjbucket FIEH, WHREFN /

o #BucketNamefEHost—i4Yy, SCAF#A TN, WEREERN /7

o SR P Turlencode, 7/ Afiiencode
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CanonicalQueryString

Canonical QueryString URI S () 2 ) 745 88 4, i i ZE PO SR IR EAT UR TGS o JF 5 B S AR F BB , A SHOk T HE, S Eamia ity . BA L LM SH0 it
. B, UKRSFRE F IR SHATRAELNS R b ISR L.

PLRURIZR B I B ) 45 B /2 prefix=somePref ix&marker=someMarker&max-keys=20:
http://examplebucket. ks3—cn-bei jing. ksyuncs. com/?prefix=somePrefix&marker=someMarker&max-keys=20

CanonicalQueryStringffiiE 7 = an s Ch 7T B, W T HAT7F -

UriEncode (“marker”) +”="+UriEncode (“someMarker”) +"& "+
UriEncode (“max-keys”) +”="+UriEncode ("20”) + "&” +
UriEncode (“prefix”)+”="+UriEncode (" somePrefix”)

R H bR AL T B, AR W S EIE R B 748 C“7 ) o B, RTEIR AT B E bucke tAACLAL R :

http://examplebucket. ks3—cn-bei jing. ksyuncs. com/?acl

FEIXFME LT, CanonicalQueryStringy:

UriEncode ("acl”) + "=" +
WERURTAEE “97 , MR PAFAET TR, S Canonical QueryString & EAZEF/H ( “7 ), HTHEAY “\ n”

CanonicalHeaders

CanonicalHeaders/ZiiRKMFIHK. WFRKBHFEBNE, WRLAHRAEZIHHAES (77 450, SATZEABTE C\ 0" D 28, FEHGER KA BRI BIRF AT HE, m BT

Lowercase (<HeaderName1>) +”:”+Trim (<value>) +"\n”
Lowercase (<HeaderName2>) +”:”+Trim(<value>)+"\n"

i.;;;wrcaso (<HeaderNameN>) +”:”+Trim (<value>) +"\n”
CanonicalHeaders#I|F % ZALHE LA N %%

e HTTP HostifsKk:
o WIfffHVirtual Hosted-Stylelfifal 75X (fl#n: https://bucket—name. ks3—cn-—region. ksyuncs. com/object-name) , host{ Z 4l &bucket 4K (host:bucket-name. ks3—cn—
region. ksyuncs. com)
o f#i fiiPath-StyleVi 5z, (f4n: https://ks3-cn-region. ksyuncs. com/bucket-name/object-name) , host AN FE %A Fbucket ZFR (host:ks3-cn-region. ksyuncs. com) o
o HIRAFEContent-TypeifRk, MAZUHHEME] CanonicalHeadersF|#E Hi,
o Jifix-kss—IF LI R K
o XFFIRBS AL, FEAINx-kss—security-token
o x—kss—content-sha256i#§3R %

BT RIRB b ANk, RitSiSignedHeaders P ELE ISk, R, AuthorizationNZ 524 WA,
AR R CanonicalHeaders HU/RH, R KkBHANGIFCHIT .

host:bucket-name. ks3-cn-bei jing. ksyuncs. com
x—kss—content-sha256:e3b0c44298fclc149afbf4c8996fb92427ac41e4649b934ca495991h7852b855
x~kss—date:20211130T0700237

SignedHeaders

ggg%gﬁiifﬁﬁ,%éﬁﬁzﬁﬁﬁﬁﬁ%MAﬁﬁywhmHMasgmwwwm%ﬁ?ﬁmﬁmgm,uﬁ%ﬁﬁm¢gﬁx%gwwﬁuwﬁ¢m%*%5mFﬁ@mmmm%@m¥ﬁ
E I RSAA A o

B WiR

Lowercase (<HeaderName1>)+”; “+Lowercase (<HeaderName2>) +”; "+, .. +Lowercase (<HeaderNameN>)
Flhn, XTI A%, SignedHeadersiIfH A:

host; x~kss-content-sha256 ; x-kss-date

VR WA (x-kss—datemDateiRK) 155040 AR BUA BRI P ATl 3K O 4 MR, I ELSignedHeaders A EL & HUES A R OhIE TR, B LB ORI O B0E 22 4, U
BB PR R A

HashedPayload

HashedPayload 2 i# R4 1ISHA256 14 735 [+ 75 32k il i

IR SR PR R A, TS A R AR, 0 R R

Hex (SHA256Hash(””))

W A5 3 [ DA :

3b0c44298f c1c149aFbf4c8996h92427acd1e4649b934cad95991b7852b855

g, 2 FPUTI SR LA GE, 2 A DLZES sRAA SR O Sl o 6 FHGETHE SR B RIS, B iRk, T LAVH B2 45 Hs (XS A
x~kss-content-sha256 1#RKSEABA, HUE L LT

L1 ik

HexEncode (Sha256Ha sh(RequestPayload) ) SRR IE WA A A HR 1) LA/ 7S k) 7245 B R T X
UNSIGNED-PAYLOAD R IE S KA A KB
STREAMING-KSS4-HMAC-SHA256-PAYLOAD chunk &5, AL

5773

HashedPayload = Lowercase (HexEncode (SHA256Hash (requestPayload)))
{E ] SHA256 WA 75 bR KO SRR QIR A (. VAZE 44 AN T3 TR A8 PR RS 5 5 R A K G e 1) SCAR EA T 4 o
IR, W2 0 R A A A R BN
WEHELFHE
R4 77 A% 20 R
“KSS4-HMAC-SHA256” + “\n” + <RequestDateTime> + "\n” + <{CredentialScope> + “\n” + Hex (SHA256Hash(<CanonicalRequest>))
o DIELEZHRIT, JRERIATAR. AR R T ST R WA 75 5. % T SHA256, SiiJif& KSS4-HMAC-SHA256.
o SEINESR HWIME, JEERSATAR. ZHWRM 1508601 FEAKEILLL YYYYMMDD' T7 HHMMSS® 77 H{RRAE x-kss—date FrkmdBiE M. ILAE LA 05 168 5 T B A 25 B rh A F (R (L DE IR o
. %Bﬂ%iﬁi[ﬂ{a, JEERIAT R SRR AR, B, BARXIR. PR IIRS FUNG PRI R L LR H ( “kssd_request” ) o XARFIRS L HFZFF R WAURA UTF-8 Sifih. BIA
AW
date. Format (<YYYYMMDD>) + ”/” + <region> + ”/” + <service> + ”"/kss4 request”
o HIALZUA YYYYMMDD #%30. ihER, H A GG .
o IEHITRIETE E ) X R R SRR I B HARX 8. KS3Mregion 7nfl: n AL S BEIJING , H AN RIES RRegion® AR,

o serviceks3.

itHES
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BH secretKeyfE MU A HRAE I3 EH, XHER FIUI. DA S5 AT — BRI G A4 (IMAC #24F) » MIfIEMREE# 8. DAL AT
kSecret = your Secret Key

kDate = HMAC(”KSS4” + kSecret, Date)

kRegion = HMAC (kDate, Region)

kService = HMAC(kRegion, Service)

SigningKey = HMAC(kService, “kssd_request”)

IR AT BRI, AR A4 R T SEA5 BIHMAC-SHA256 A . ARSI T

HMAC-SHA256 (SigningKey, StringToSign)

VHEER, WAL RE R BT Y E RS YYYYMMDD (i, 20150830 , ASELAEH ]

G LAIERTIKIBT A R A2IE 5608 HIAC S8, 7EMORGI, SPRBIANSE, Bk (HE) RE2ASHL (BEEH 1  B0T iE LORIRIGUS & 2 5 5 A 8 .

AR (ki) RIRAET . R HOE T H0A FR S kbR Qe A GRIHFIONIED ST bR IgA A (FOp-T/NEBIR 2 (RS IRAE BT 200 H otk N 22 .
ENB

HMAC (HMAC (HMAC (HMAC ("KSS4” + kSecret, 720211129”), "BEIJING”), "ks3”), "kss4_request”)

4 5 BB R K

TEEAAE, FHRIENSR HTTP #5K kAuthorizationdt, HhAHLLF:

Authorization: <algorithm> Credential=<ak>/<credential_scope>, SignedHeaders=<SignedHeaders>, Signature=<signature>

il
VAR R A FIVARE A4 BRI 81 o 7 A5 P B 7 i B 2
28 &
KSSAccesskeyTd AKLTABqLnuowT6KzKybUQNCOTw
KsSSecretAccesskey 0Cd5HZFDU1YDUGGTHAS vdt1RRn5baKNKd 18 Jxuf r¥ne+bazX TgnoYUGT3X j]/d2sg==

Bucket & #%: examplebucket. ][4 ftks3—cn-beijing. ksyuncs. com, regionf&BEIJING
Afl: GETH %

MAEGERE examplebucket FERECH R 1. txt (RTSA 1. 1R WIR:

GET /1.txt HTTP/1.1

x~kss-content-sha256: e3b0c44298fclcl49afbf4c89961b92427ae41e4649b934ca495991b7852b855
Authorization: SignatureToBeCalculated

x~kss-date: 20211130T0617127Z

Range: bytes=0-4

Host: examplebucket. ks3-cn-bei jing. ksyuncs. com

T IEGETE SRAFRALAT AT R Ak 9 2%, [RIEI% x—amz—content—sha 2561k 3Rk (UEZ 2 1SRRG A E. LA TP IR EoRAuthoriza tionid Rk Ik .
1) StringToSign
a. BIEEIVE S K

GET
/1. txt

host:examplebucket. ks3-cn-bei jing. ksyuncs. com

range:bytes=0-4
x~kss-content-sha256:e3b0c44298fclc149afbf4c8996fb92427ae41e4649b934ca495991h7852b855
x—kss—date:20211130T062035%

host; range; x—kss—content-sha256 ; x-kss-date
e3b0c44298fclc149afbf4c8996fb92427aed1e4649b934ca495991b7852b855

o, e ATRE R N hashfi. SE=ATRE, BOVERAG SRS
b. R4 745
KSS4-HMAC-SHA256
2021113070620357

20211130/BETJING/ks3/kss4_request
el124a1d2400e6¢08fdfc78c02a62f8a8900d67d577f fedc1820347794a106dfe

2) HERRAE A B

signing key = HMAC-SHA256 (HMAC-SHA256 (HMAC-SHA256 (HMAC-SHA256 ("KSS4” + “<YourSecretAccessKey>”, "20211130”), "BEIJING”), "ks3”), "kss4_request”)
3) WG4

0b6e5f3e77ca9e¢0201¢4033916a796c232ebe244c2a42f23493d7abad5217f09

4) Authorizationif s

Authorization: KSS4-HMAC-SHA256

Credential=AKLTA6qLnuowT6KzKybUQNCOTw/20211130/BETJING/ks3/kssd_request,

SignedHeaders=host;range;x~kss-content-sha256 ; x~kss-date,
Signature=0b6e5f3e77ca9e0201c4033916a796c232ebe244c2a42f23493d7abad5217f09

A~ PUTX R

TEAFfifA b AR X 5L txto

PUT /1.txt HTTP/1.1

x—kss—content-sha256: 7509e¢5bda0c762d2bac7f90d758b5b2263fa0lccbe542ab5e3df163be08
Authorization: SignatureToBeCalculated

date: 20211130T062938%

storage-class: STANDARD

Host: examplebucket. ks3-cn-bei jing. ksyuncs. com

Content-Length: 12

hello world!

LA R BB R Authoriza tionid SRk i+ 77 1%
1) StringToSign

a. QUL R

PUT
/1. txt

content-length:12

host:examplebucket. ks3-cn-bei jing. ksyuncs. com
x—kss—content-sha256:7509e5bda0c762d2bac7f90d758b5b2263fa0lccbebd2ab5e3df163be08
x~kss-date:20211130T062938Z

x—kss—storage—class:STANDARD

content-length;host; x-kss-content-sha256; x-kss-date ; x-kss-storage—class
7509e5bda0c762d2bac7r90d758b5b2263fa0lccbe542abbe3df163be08ebea9

b, SEEATRS, POVMIRAGEIRSH. /e — 7R IER K IIhashl, ‘&M% S5x-kss-content-sha2566 1R kM E AR o
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b. R4 TR
KSS4-HMAC-SHA256
20211130T0629387

20211130/BETJING/ks3/kss4_request
35bc694c8ccl176f94aab8fcb2ccc01303d8190c4de88f76c5989chbfaecdb626

2) HE A

signing key = HMAC-SHA256 (HMAC-SHA256 (HMAC-SHA256 (HMAC-SHA256 ("KSS4” + “<YourSecretAccessKey>”, “20211130”), "BEIJING”), "ks3”), “kss4_request”)
3) G IN%4

87e3404b5aa78h92f1453ee16a9274c52e42b414eab576e8d25¢212bb53dc0b0

4) Authorizationiif 3Rk

Authorization: KSS4-HMAC-SHA256

Credential=AKLTA6qLnuowT6KzKybUQNCOTw/20211130/BEIJING/ks3/kss4 request,

SignedHeaders=content-1length;host; x—kss—content-sha256 ; x-kss—date; x—kss—storage—-class,
Signature=87e3404b5aa78h92f1453ce16a9274c52e42b414eab576e8d25¢212bb53dc0b0

R B A A ) o X R

FIh A7) examplebucket HIKDXT AL, prefixBz By “17 , BRE2DX R HRWT:

GET /?max-keys=2&prefix=1 HTTP/1.1

x-kss-content-sha256: e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934ca495991b7852b855Authorization: SignatureToBeCalculated
x—amz—date: 20211130T063717Z

Host: examplebucket. ks3-cn-bei jing. ksyuncs. com

AR 58 S rAuthoriza tionid SRk T+ 5 %

1) StringToSign
a. BIEEIVEE K

GET

—cn-bei jing. ksyuncs. com
content—sha256:e3b0c44298fc1c149afbf4c8996b92427ac41¢4649b934¢a495991b7852b855
x~kss-date:20211130T063717Z

host; x~kss-content-sha256; x~kss-date
e3b0c44298fclcl49afbf4c8996£b92427aed1e4649b934cad95991b7852b855

Horp, R AT R SRR Hhashii .
b. fFRE 44 74
KSS4-HMAC-SHA256
20211130T063717Z

20211130/BETJING/ks3/kss4_request
ech654b7a599933116a221760119535b4¢75552ec6¢629d69580¢826a3f77e76

PESTE L]

signing key = HMAC-SHA256 (HMAC-SHA256 (HMAC-SHA256 (HMAC-SHA256 ("KSS4” + “<YourSecretAccessKey>”, “20211130”7), "BEIJING”), "ks3"), "kss4_request”)
3) RN

2db9781b81a2b21852964b2dec0b07f58d0d1355fdedb27a9513294cb5776£9b

4) Authorizationif K

Authorization: KSS4-HMAC-SHA256

Credential=AKLTA6qLnuowT6KzKybUQNCOTw/20211130/BEIJING/ks3/kss4_request,

SignedHeaders=host; x~kss-content-sha256; x-kss-date,
Signature=2db9781b81a2b21852964b2dec0b07f58d0d1355fdedb27a9513294ch5776F9b

BEEASHRIEZS
Wik
FP T MR ) 54 e ZHOR RS A E I, Rl T .

https://examplebucket. ks3-cn-bei jing. ksyuncs. com/test. txt
?X-Kss-Algorithm=KSS4-HMAC-SHA256
&X-Kss—Credential=<your-access-key-id>/<yyyymmdd>/<region>/ks3/kss4_request
&X-Kss-Date=20211129T065239Z

&X-Kss-Expires=86400

&X-Kss-SignedHeaders=host

&X-Kss-Signature=<{signature-value>

TEZRBIURLH, G5V R LR G600

o IRINBATR AR T T B
o %X-Kss-Credential URLAP B SR T BEdE /7 24k . AESEBRep, & Rigfig o 2r. il

&X-Kss-Credential=<your-access-key-id>%2F20211129%2F<region>%2Fks3%2Fkss4_request

s QUL LT
R Ei$a

X-Kss-Algorithm 242, 5110 KSS4-HMAC-SHA256

X-Kss-Credential H P faccessKey IdREEE B, EHEEBAREHER M. X, RS, Kb dikssd request, #AWF: \/\/\/\/kss4 requestHrf: dat
et X NYYYYMMDD. region: Z[#Regionti W Z4FE service: Aks3
I SRR [ 4% b SUEAE TS0 86014RiE, I HAAZUE A “yyyyMMddTHHmmssZ” # Rt AT R k. Hhn, 4ni H AT (A /& “08/01/2018 15: 32

X-Kss-Date : 41.982-7007 , WL ZUE St HAELHORUTC (VR Rt FER) SRSy “20180801T08324127 o 18 RIKIF AIERANGE R T (R 55 i it A1+ 1553
(2]

X-Kss-Expires o ), BARRD . WA S 1604800 (TR o it 86400 (FRIAN2A/NE) o iSRS )+ 3ot S ) KT Al 45 S 6 i 0 o
FIHH T SRR bR k. AT PR M hrk:

X-Kss-SignedHeaders HTTP HostiR k.
x—kss—iiF 3K k.

X-Kss—Signature T Aty

B ponid

FARW T PR

e
E
NI
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1. Canonical Request

~

"GET" | "PUT" | "POST" | "HEAD" |..

HTTP Verb +"n"+

RP

Canonical URD & "™ & —roooooooreeoeomeeeeeee UriEncode(<resource>)

UriEncode(<value>) + "&" +
UriEncode(<value=) +"&" + Sorted by QueryParameter

L’J’riEncode(cQuerypara meterN=) + "=" + UriEncode(<value>)

Canonical Query String + "\n" + . Ur!Enmde(<Queryparameter1 =)+
Ty UriEncode(<Queryparameter2>) +

Cancnical Headers + "\n" +

Signed Headers +n" + - I
~ . . LowerCase(<HeaderName1) + ™" + Trim{<value>) + "\n" +

Hashed Payload e N T “--3 LowerCase(<HeaderName2) + ™" + Trim{<value>) + "n" + Sorted by HeaderName

L;)werCase(<HeaderNameN} +"" + Trim(<valuex)

LowerCase(<HeaderName1) + ™" + LowerCase(<HeaderName?2) +"" Sorted by HeaderName

+ ... + LowerCase(<HeaderNameN)

2. String ToSign * Hex(SHA256Hash(<payload>))

"KS84-HMAC-SHA256" + "\n" +
Format ISO8601, e.g. "20211129"

~

TimeStamp + ™" 4 oee-- T I

. "<yyyymmdd=/region’ks3/kssd_request”
———[Scope + " + e.g., "20211129/SHANGHANks 3/kss4_request”

Hex(SHA256Hash(Canonical Request))

3. Signature

kDate = HMAC("KSS4" + "<Secretkey>", "<yyyymmdd=>")
kRegion =HMAC(kDate, "<region>")

kService = HMAC(kRegion, "ks3")

kSigning = HMAC(kService, "kssd_request’)

signature = Hex{HMAC-SHA256(SigningKey, StringToSign))

FEZ BN A R S TRk 2 A R L, B R

o i AR A URLIGIT 5, IEARIE TR AR N2, FTLLBEE H HEUNSTGNED-PAYLOAD,
o MG TFFH (Canonical Query String) WAZILIERR T X-Kss-SignatureZ SM¥IFITF fif) 240,
o HEi%KY (Canonical Headers) WAZIALHEHTTP HostifsR SkMx—kss—IFkiigsR L, XubifRL#4 S 5% 415,

i
JE RIS L URLIN A X, 5HAM A exampl ebucket HF 1. txt X5, i WA A B B oATR (604800F) o LAGETiE R Al

GET

http://examplebucket. ks3-cn-bei jing. ksyuncs. com/1. txt

?X-Kss-Algorithm=KSS4-HMAC-SHA256

&X-Kss—Credential =AKLTA6qLnuowT6KzKybUQNCOTw%2F20211130%2FBET JING%2Fks3%2Fkss4_request
&X-Kss-Date=20211130T075703%

&X-Kss-Signature=<{signature-value>
VAR A5 R 2 B W BN - S5 44 AN I TAE A4 URL o 7= 9] v A8 1 7 ol 85 32
e B
KSSAccessKeyld AKLTA6qL.nuowT6KzKybUQNCOTw
KsSSecretAccesskey 0Cd5HZFDU1YDUGEeTHASvdt 1RRnShqKNKd 1 8 JxuFrYne+bazX7gnoYUGT3X jJ/d2sg==
1) StringToSign
a. QIERMIEIT R (BAGETHE R A
GET
/1. txt
X-Kss—Algorithm=KSS4-HMAC-SHA256& X-Kss—Credential=AKLTA6qLnuowT6KzKybUQNCOTw%2F20211130%2FBEI JING% 2Fks3%2Fkss4_request&X-Kss—Date=20211130T075703Z&X-Kss—Expires=604800&X-Kss-SignedHeaders=host
host:examplebucket. ks3-cn-bei jing. ksyuncs. com
host
UNSIGNED-PAYLOAD
b, FEREA TR
KSS4-HMAC-SHA256
20211130T075703Z
20211130/BETJING/ks3/kss4_request
19469bd87d923505aa26d4596f44ffc24b0albc65c2al5e149bfd31621d06488
2) A
signing key = HMAC-SHA256 (HMAC-SHA256 (HMAC-SHA256 (HMAC-SHA256 ("KSS4” + “<YourSecretAccessKey>”, 720211130”), "BEIJING”), "ks3”), "kss4_request”)
3) iR 4

£6c0682252a278ca84ea2fdacbffbécefel5d9529b3ef678ee3d0ecd52¢697b00

4) TR&E 44 URL

http://examplebucket. ks3-cn-bei jing. ksyuncs. com/1. txt?X-Kss-Algori thm=KSS4-HMAC-SHA256& X-Kss-Credential =AKLTA6qLnuowT6KzKybUQNCOTw%2F20211130%2FBETJING%2Fks3%2Fkss4_request&X-Kss-Date=20211130T075703Z&X-Kss~

Expires=604800& X-Kss-Si dHeaders=host&X-Kss-Signature=f6c0682252a278ca84ea2f4achbff6cefel5d9529b3ef678ce3d0ec452¢697h00

ERBPATES
X FPost Objectisk, HIML FHFUZMLE Policy M Signature {58, 115 Signature HIEAERFEA:
1. G4~ UTF-8 %if%f Policy3CRY, Wfitddpolicy , VEMPolicvEE 5k,

2. ff Policy AT base64 %if%, FAHEIY Policy RHIKPHINMIME, FHZEAZEAN TR (StringToSign) o
3. %54 Signature =HMAC-SHA256 (SigningKey, StringToSign)

R BT Bt B

policy F LAl 22 A5

x~kss-algorithm B4 51105 KSS4-HMAC-SHA256

x—kss—credential 2l w8/ \/\/\/kss4_request

x-kss-date RIS i (R 300 yyyyMMddTHHmms s (X-Kss—Date<=now+16m) 4RI THERANGER T (s BT IR+ 15m)
x-kss-signature AR QFEZEAN queryString/ ML & X-Kss-Signature)

Heid

EE ;]
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ST SRRV Bl A A8 (0 300 2505 44 (0 SR () H HADC G . 80T DUFR 22 R 28 H LR AE TSR b . SETTDMEF date 163RKkBL x-kss—dateltRsk, Big¥ x-kss-datel/EABEMSHEEEN.
IR AR UTC Fow, FEEALAUT 1S0 8601 K¢aX: YYYYMMDD' T’ HHMMSS’ Z° o fil#n, 20150830T1236007 F:A5 34t A1#k. i5217Em g a &=,
KS3J A A i [RIBIK) x-kss—datelif K KBS HL, WL x-kss-date, KT date WRk. M/ WBF AR R0 EIEEH, FRERIGE YY) . 5 0 FTH OD) o i, dii x-

kss—date FpSkfEy 20111015T080000Z, Ff HAEUEGHEI H 4> Jy 20111015, W AVF S SR AR S dhAT . AR HOMIASUCRC, TR 2GR, 0ok Hef 1o A 9 S UE T Bl v £y 1 S0 iR 2 22 i
Mo B, KRS Hx—kss—datei R LA 20151014T2359597 HAEIE 6 Hl €45 1] 20151015 fif R

URLencode /7 ik

5AWS S3mHeatt

KS3[EJ I 3 FFKS3 VARIAWS VA%:47,

WH

1 R RIS
queryStringHi 4%
ik

i

[ E B

A SR K

RSB TKS3 e R Sk .

E2 S
Authorization
Content-Length
Content-Type
Content-MD5

1B 21% RFC 3986 & X HTAT AR EAFHEAT URL Zifd, REEFRFAFE: A-Z, az. 0-9. HFR (). FRIZL O, A5 ) MEESF O

TR ARG %20 (AMGHELLL {7 ZIPAEALR “+7 ) B

] BXY R BT Al 7 AT A Le g, o <X R Y 9N (0-9 MRS TEE AR, §TR UTF-8 AR AUR AR 2l %XY% ZA%BC
B 73 RAARRZA, MRIRHLFRE </ BEAT g0

W4 T NKSSA-HMAC-SHA256,  MIHRAEKS3 VAREAT 4%, % 44 570 WAWSA-HMAC-SHA256, MIHRHRAWS VA% 4. WFh44 )7 s Lt F

S3 KS3

X—amz- x~kss—

X-Amz- X-Kss—

AWS4 KSS4 FbE
s3 ks3

aws4_request kss4_request

ik
DEEREAEE R EAH AT,
WERIRIK RS ORIk, L9 A
TR BRI, it
TR R IIMDER A S

text/plain o

Date SHT R I AT . kaCin: Wed, 01 Mar 2006 12:00:00 GMT.
Expect S H P RS 100-continue,  WIEIBIEA 2 AR TR A AR BUGETRR, WA RIETER M.
e AU : 100-continue
Host BRI R, HAEA: ks3-cn-beijing. ksyuncs. com.  REAFEAIERF, FEAX: BucketName. ks3-cn-beijing. ksyuncs. coms
AP V'S
NG T KS3 i F IR R K .

B2 ik

WIS A2 ) 45 4

Content-Length A String

P2 MIME 287, Bild0: Content-Type: text/html; charset=utf-8 .

Content-Type

KA String

BROME: B
FEE S5 2 HOAE R R TP ISR A«

Connection

Z4#1: Enum

FRAE: keep-alive | close

BRIME: T
W 7B FEO B LA Y, R aXA0: Wed, 01 Mar 2014 12:00:00 GMT o

Date

A String

ETag

87 Pk S5 1) S AR 2
KA String

HXMBENEAR, HHEEK.

VN7 5 5 25 4 B

Server

AL String

ERIME: Tengine
FHKS3YRSE 90— {2, 7T FH T fiA DRKS 3 H LAY i o

x—kss—request—id

KA String

BRIME: &

List Buckets (GET Service)

B

RSS2 BARIK S T T A Bucket, %38 AT LLUEIE B B pro ject1ds S5 4548 7€ T H LN 1T Bucket. (ERILHEN, 75 2 A A kss ListBucke tsAU R o

W RIEE
T B3 R B
GET / HTTP/1.1
Host: f{endpoint}
Date: {date}

Authorization: {SignatureValue}

67 T H A 3 R 1R

GET /?projectlds={projectId} HTTP/1.1

Host: {endpoint}
Date: {date}
Authorization: {SignatureValue}

L

o ST ELR [F] T H 1D 23450 35 H R [fiBucke t 5%, 53R/ 2pro ject 1ds=2345,

o T IR[EIZAE T fBucket 51, Bl IREWHIDA1234, 3456, 3344 F 4T [fIBucket 5%, ZAIH IDFE LABE SIS 500, 1R M/ 2pro ject1ds=1234, 3456, 3344,
o W EAprojectldsBH, si#projectldsBENZ,

WRSH
AR IAME R RS HL

IR BT T E T fBucke t 513K o

EAIIFA
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W U P SRS RBCE 25, ¥ b i R L

i J&
LLIVAES

EZS

i N7 A

JH: Container
T Owner, Buckets
LA

ListAl IMyBucketsResul t

A & bucke t A {5 SR 2%

Owner J4HY: Container

Bucke 4147 # 11/ 1D
1D ZAY: String

AW #i: ListAl1MyBucketsResul t. Owner

Bucke t4#lH # ) & R

DisplayName KA. String

St

A5 ListAl 1MyBucketsResul t. Owner
A —ANEE M bucket [HI 7 4%

2#Y. Container

Buckets 5. Bucket
: ListAl1MyBucketsResul t
il &rbucke t{5 B2 4%
Bucket ) Container
T 5. Name, CreationDate, Type, Region
A5 5. ListAl1MyBucketsResul t. Buckets
Bucket )4 7
Name ZAY: String
QA5 . ListAl 1MyBucketsResul t. Buckets. Bucket
bucket [ {7 H 1
CreationDate HM. date(yyyy-mm—ddThh:mm:ss. timezone, e.g., 2009-02-03T16:45:09. 000Z)
A5 5. ListAl1MyBucketsResul t. Buckets. Bucket
Bucket #1282, NORMALJ95ESRAY, TAJSICARZEAL. ARCHIVE YIRS ST
Type ZAY: String
A2 5. ListAl1MyBucketsResul t. Buckets. Bucket
Bucket JilF7E [X 32
Region KA. String
A5 ListAl 1MyBucketsResul t. Buckets. Bucket
REER IR

23 7SR T FE TR 422«
Zy|
i i SRR

GET / HTTP/1.1

Host: ks3-cn-bei jing. ksyuncs. com
Date: Wed, 01 Jan 2014 12:00:00 GMT
Authorization: authorization string

W L7 ]

<?xml version="1.0" encoding="UTF-8"2>
<ListAl1MyBucketsResul t>
<Owner>
<ID>bcaflffd86f461ca5fb16£d0810341</ID>
<DisplayName>webfile</DisplayName>
</Owner>
<Buckets>
<Bucket>
<Name>quotes</Name>
<CreationDate>2014-01-01T16:45:09.000Z</CreationDate>
<Type>NORMAL</Type>
<Region>SHANGHAI</Region>
</Bucket>
<Bucket>
<Name>samples</Name>
<CreationDate>2014-01-01T16:41:58.000Z</CreationDate>
<Type>ARCHIVE</Type>
<Region>BEIJING</Region>
</Bucket>
</Buckets>
</ListAl1MyBucketsResul t>

65 T H 20 3 ko i

GET /?projectlds=0 HTTP/1.1

Host: ks3-cn-bei jing. ksyuncs. com

Date: Wed, 01 Jan 2014 12:00:00 GMT
Authorization: authorization string

W 2 7 ]

<?xml version="1.0" encoding="UTF-8"2>
<ListAl1MyBucketsResul t>
<Owner>
<ID>bcaflffd86f461ca5fb16Fd081034F</TD>
<DisplayName>webfile</DisplayName>
</Owner>
<Buckets>
<Bucket>
<Name>quotes</Name>
{CreationDate>2014-01-01T16:45:09.000Z</CreationDate>
<Type>NORMALS/Type>
<Region>SHANGHAI</Region>
</Bucket>
</Buckets>
</ListAl1MyBucketsResul t>

FEAR A

o 18] ZE HI AR CACL)D
I (Lifecycle)
7 [E] KB (Policy)

ListAl1MyBucketsResul t

g

EAIIFA
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S #] (Replication)
iHE (Inventory)
H#& (Logging)

5 I B IR JL = (CORS)
[FJH (Mirror)

2 ¥ (S

B b A%

BEOHR
MOCHERORRS, T BLERE R . SERSCEEAT DB B AR RIS SR B A=
1. Initiate Multipart Upload ®JUaftsrsk P %
2. Upload Part b0k
3. Complete Multipart Upload FEmi4#k 4%
LA, ARATELEAIAbort Mul tipart UploadHUi bA%, B List Parts?ify BALM4rHe, M#FList Mul tipart UploadsTi i ¥bucket R4 £ /> uploadid.
FERE: KS38t2 S0 FF100004 301
BOaE
e Initiate Multipart Upload #J#ftks sk %
e Upload Part bfkszffdh
e Complete Multipart Upload 7EpisH [4E

e Abort Mul tipart Upload HXJH4 ik
o List Parts A FEHH
e List Multipart Uploads #¥fbucket Ff15pHt btk

e Upload Part Copy #% DIk
Uy [ HI AR (ACLD
S %A% (Tagging)
e it
ik
o KSIFREMFEE G AN EVT I A RSAFEI S5, B s A TR AR, B A e 3R R v () i e R ) 2580

o KSBIMAFfitt FI T CRAFASIUEE U v ELAE 85 LS 0 R DR U 1) A 4 o

* KSHHMEIE CHIE)ESREHOMIRT (E0MIBLE) OMISHAE, (RN, SRS S S TIOR8 6T MOG IO ERAAE. BTY
+ARERDR LM,

FH AT AL AR SO R R, SEEHTTPSK R e A7 28T ALY, A8 NSO R A 1 2 T TP BE Sk 16 R SCEE AR AT o BRI Z AN, £ FH P RO SO I 253 [ SO A A7 A 28T
TS AR E AR ADRAAE SO, 45 mT BLEIE LRy 3K
o FIH FALHELT, 48581 K Kxkss-storage—classISTANDARD/ STANDARD TA/ARCHIVE.
o QR EZMBucket, [ fLObject N EH TR EAEAEELL, BI AT HHEBR A Bucke t (7722
o SERAE AT MR, BUEAERES AU, 42 BN 2R Gt 1 B B A RS A A
EEED
Put Object EA&E3Cff

P EAR R, aTLOE BB x—kss—storage—class SRTREFMEI . HREN: STANDARD STANDARD TAs ARCHIVE. XF-FRAMIFMIE, KSILAELAUIE R,

A SO, AT 52 1 3K Skx—kss-storage—classi, W15Bucket £ VARYKAY, Object A AIARIZERAL, W1 Bucket & AEIARYEA, Object A AFRHESRAL; IR EObject MIx—kss-storageClassI LAH]
Faoe A, BIEARIRR ARG 2 A, F5EObject [fx-kss-storageClass AJARCHIVERS, JUZSCAE N IARY A7 iR

bucket R x—kss-storage-classifRk SO
VARYTERERA R A% VARG A
VARSAE#EAL ARCHIVE JEICE ]
JARY 7425 A) STANDAND bk
VARYTEfE25% STANDARD_TA MR
ARG A A% bR
AEIARSAAESE AL STANDAND kA
RIS (425 STANDARD TA fERAA T
AEIARIAEfEEAL ARCHIVE VRS
W oRiETE:

PUT /{ObjectKey} HTTP/1.1

Host: {BucketName). {endpoint}

Date: {date}

Authorization: {SignatureValue}
x-kss-storage-class: {StorageClass)

R
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e SignatureValue: b7
SDKZR GRS :
PutObjectRequest request = new PutObjectRequest(bucketName, key, file);
request. setStorageClass(StorageClass. StandardInfrequentAccess) ;
PutOb jectResult result = client.putObject(request); // R CAAEAIIEIKs3Client
Post Object EA&E3C{F
FH PRI DAE R B3 B B xkss—storage-class SORIEEAFM4ISM . MM AIPut Object FAL LI —%.
Initiate Multipart Upload #I#A4b4rik 4%

JHF T LAZERI AL 5 e LA BT xkss-storage-class WRLBETIFMFMIR. FRMEI0:  STANDARD + STANDARD_TA + ARCHIVE. FUUFIPut Object MAESZIF—$0, T RMIMIFHHAE, KS3iidigk

/SN
R IEE:

POST /{0bjectKey) ?uploads HTTP/1.1
Host: {BucketName}. {endpoint}

Date: {date}

Authorization: {SignatureValue}
x—kss-storage-class: {StorageClass)

SDK/R B A«

TnitiateMul tipartUploadRequest request = new InitiateMultipartUploadRequest(bucketName, key);
request. setStorageClass(StorageClass. StandardInfrequentAccess) ;
InitiateMul tipartUploadResult result = client.initiateMul tipartUpload (request); // fBi%C4 & H#AI4HKs3Client

JR LT B F AL (Upload Part. Completes Abort) #IANHHESZ x—kss—storage-class 1Rk
Put Object Copy R#I3CH

ﬁﬂ:gﬁﬂiﬁ, KS3SCHF I Hr R AP A28 . 35 AR E H I SCAFIAE Y, U2 I AR AT A I BR AP R ST ORAT . A SRS SO P A VAR AP G SO B SR AT B AE s ISP B U5 AR, AT B

Upload Part Copy & fil4rik

P S H, KS3 HATASCR R E AR F SO PR B A 0 S ISP B, T Ao, KS345 M x-kss-storage-class i3Rko  WIRIESCARAEAE TS B 1 SCO-A7 66
A8, SRS, $27R8 InvalidStorageClasse

T#EEEn
Get Object F#E
A RO, SR ARSI, TRk 2 B x—kss-storage-class Sks BRUETEAESCIE F AU SO ARk SRS SCI-BAUSE R, A REIEH T,

GetObjectRequest request = new GetObjectRequest(bucketName, key) ;
GetObjectResult result = client.getObject(request);

Ks30bject object = result.getObject();

object. getObjectContent () ;

Head Object HHEXHLEL

Java SDKHY, WJ LIl SREUT R BORE B AAMHERA, mEAIE .
HeadOb jectRequest request = new HeadOb jectRequest (bucketName, key);
HeadObjectResult result =client.headObject(request) ;

String storageClass = result.getObjectMetadata (). getStorageClass() ;
T ARUELE A S getStorageClass JR[A] nully Xt TARAAGEAESCIE, getStorageClass 3R[A STANDARD TA; Xt T UARYTEA# LM, getStorageClass 3R [A] ARCHIVE,
B D

Get Bucket #{Z&bucket FMIFTFH X 1F
FAPIRECEABucket T 3CHFIS,  KS32x NAEA SCIFIR [ JEA7 it e 7
SDK7R GRS :

ListObjectsRequest request = new ListObjectsRequest(bucketName) ;
ObjectlListing listing = client.listObjects(request);

for (Ks30bjectSummary summary : listing.getObjectSummaries()) {
String storageClas = summary.getStorageClass() ;
}

X FARAELERE OIS getStorageClass IR[E] STANDARD; X FARMIAEAE LM, getStorageClass JR[H] STANDARD 1A; Sf F-UARSAE % SCLF, getStorageClass 3R [A] ARCHIVE.
List Multipart Uploads #%&bucket FHI4 R btk

H P ER R Lfibucket F A 0 B b AL RIN, KS32 RN 3 b AR Il AR A A

SDK7R GRS :

ListMul tipartUploadsRequest request = new ListMultipartUploadsRequest (bucketName) ;
ListMul tipartUploadsResult result = client.listMultipartUploads(request) ;
for (MultiPartUploadInfo uploadInfo : result.getUploads()) {
String storageClass = uploadlnfo.getStorageClass();
)
X FARELEA# SO, getStorageClass IR sTANDARD: XF TARAAEA# SCHE, getStorageClass JR[A STANDARD 1As X T UARSTEGE 1, getStorageClass Z[A] ARCHIVE.
List Parts &HC L&KM
PR HA Sy P LA © 248 EAR U, KS323IR IR piak Y4 e B A AR R
SDKZR AR :
ListPartsRequest reqest = new ListPartsRequest(bucketName, key, result.getUploadld());

ListPartsResult result = client.listParts(reqest);
String storageClass = result.getStorageClass();

K FARUELEAE OIS getStorageClass JR[E] STANDARD; XF TIRATAZAESCIE, getStorageClass IR [E] STANDARD TA; it T VARYAFAHE LA, getStorageClass IR ARCHIVE.

A% 8] i Ak B

S E A% ]9 4 B AP T 4PUT Object. COMPLETE MULTIPART UPLOAD, POST Objiect
1. PUT Object. COMPLETE MULTIPART UPLOAD
ik
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fEVFPut Object, Complete Multipart UploadiZ 1INy, A#5HiAHCKICallbackZ %, 2Bl _EA% (14 (Upload CallBack Processing, UCP) .

B P UKE SUAE AR SeCal 1backil >R 3k EA%FIKS3 )5, KS34xd@idPOST 7 i Fl /- (1 [l i bk POST— B json®dfi, Ik jsondfidli A% ' i A% N [¥)x—kss-cal lbackbody 1 3R Sk U7 A8 5t JE A0 45K . = IR 2% i 1E
SRR [ JE R A {"resul t” :true) , WIS EIAAE IR IR ] (" resul t”: false) WIFITR SO AR RIS, QSR P S5 i AT IR MR T 2, IHE GBI 4545, BRIVAE R IR A3ED, BIPIR. RATTEKS3MIR S5 Sl
F| ("result”:true} B, SCAFA HIE AL BT

SCRFI SRS BRI A x—kss—cal Ibackauth {25 17 WFFRIFJE PR SATIRE, FARVEILEE =85 “RIE%R" .

WwRED
AR A SR A R B O A2, 2%Put Object, Complete Mul tipart Upload.,
kK
W OAMERTERSH.
1 3R 3K #B
Eg fiiik R b ik
x-kss—cal Ibackurl ScRphttpFhttps, PRI I (¥R 45 2 ik 2

[ ZHCCRE E € XBHORIE . F AR R, [ e CERE S Headerfé B, filllobjectKey=$ {key)} &etag=$ {etag) &
x—kss—cal lbackbody uid=123 =
[FASH M val ue A ANBERS “=" fl “&”

x—kss—callbackauth HA7 17 IR TT R A BE . [nl i ST e AR LS8 =30 70 [ml il L i
kss—location 58 Sk Lhkss—FF4f EN8'S
ok B

28 B HIE
bucket A b AL iBucket Utf -84
key AT AR Utf-8%ifi
etag M E 2 it base64 b HE
objectSize AR PLEATRRIR
mimeType pale ]
createTime SCAFRI RN ) gg%%lggﬁﬁm’ 1420629372,
ERELEINA
[ENEEZES

L IR 5 % 322 [l RS 2 KS 3, 328 [ PR [ 8 Py 8¢ 7 0 55

o JREMEIMAZ: {“result”:"true”} B {"result”:"false”} s WHREIMABEACLEZMZ, WEEEY (RN EAEHE 2RO
o JLABEIEN A Body P K/INAREAEILIMB, AT A JSONAS 3 fiBody AR R/INEEIE IMB, T TRT iR e C TR _b At £ RO
o IR [ ) R SR A s

HTTP/1.0 200 OK

Server: BaseHTTP/0.3 Python/2.7.6
Date: Mon, 14 Sep 2021 12:37:27 GMT
Content-Type: application/json

{ “result”:"true”, “a”:"b” }

sy RS Wl A A

T AR DS KS 3 I YL AR 55 AR G AR I P s el R0, 3R [E1400  CallbackFail
"7 language

HTTP/1.1 200 OK

Date: Mon, 14 Sep 2015 12:37:27 GMT

Content-Type: application/json

Content-Length: 120

Connection: close

ETag: “DS8ESFCAZDCOF896FD7CBACBO031BA249”

Server: KS3

[

“result”:"true”,
e

a”:

)
R IR

IR, K432 [H1400 CallbackFail
2. POST Object

ik

KFHPOSTIRIARS, FFZAEW RGN —"postcal IbackiZ4L, WIPOST /?posteallback HITP/1.1, FRIXAZE—APOSTIHIAIE R, MM Apostcal 1backZHiS, & SI0 b Z A A2 7E [FR AR DS S,
TGRS HEAE:, HARSG RS #872 BI AR SPUTEE — 5. e Bk M @POSTIE R —FF, Z%Post Object.

WRED
AL EHARE R A H A, 2 %Post Object.
EREH

ZH Hik RNk
postcallback — FKIRIXZ—APOSTHIHIE R =
K BT

EA S Ei$a R ik
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e
Bucket websiteAf#{E GET Bucket X
website
PUT Bucket
website
GET Bucket
logging
PUT Bucket
logging
GET Bucket
notificati v
- on
U . x
Bucket notificationtfl X PUT Bucket
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t ACL
GET Objec
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EndTime %ﬂ\(}? lJiﬁDiltl Buckets String
N
StandardDataSize l}g%i;m]@];ﬁ@iilsﬂﬁ—ﬂmBytes String
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StandardGetRequest 2% s Data, Buckets String
StandardIAGetRequest ﬁ%ﬁﬁﬁgggi?gﬁﬁfk String
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ObJect Referer. IP. UAPZE iR EL
Request 2% f: Data. Buckets K
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{

“Code”: "OK”,

“Message”: "0K”,

“Data”: {

“Buckets”: [
{

“Name”: “sh-cm5”,
“StartTime”: “2021-11-22 00:00:00",
“EndTime”: "2021-11-22 23:59:59”,
“StandardDataSize”: “1000”,
“StandardIADataSize”: “2000”,
“ArchiveDataSize”: 30007,

“StandardPutRequest”: 107,
”StandardIAPutReque. 7207,
“ArchivePutRequest”: i
“StandardGetRequest”: 740"

“StandardTAGetRequest”:
“ArchiveGetRequest”: “60”,
“NetworkFlow”: ”7000”,
“CDNFlow”: “8000”,
“BandwidthDown”: [

72021-11-22 08:00:00”: "500”

1,
“CDNBandwidthDown”: [

72021-11-22 08:00:00”: "200”

]

“OuterBandwidthDown”: [

72021-11-22 08:00:00”: "300”

1,
“ReplicationFlow”: “9000”,
“StandardIADz 71000,

“ArchiveDa 72000”,
“TagNum”: "
“Transfer”:

“Referer”: [

“referer”: "-"
“traffic”: 72.0”

1,
“1p”: [
{
“ip”: “15.1.1.17,
“traffic”: 72024.2”
1,
“Ua”: [
{
“ua”: “UAname”,
“traffic”: 797.55”
]

}
}
]
},
“Requestld”: “5d52bb03-e25¢c-4c8f-baa8-2b1c569058b4”
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T TR BATBUR 7 A AT B T AP, FE T A OCE B
TR EA R T 0

o BREINAEHIGE I sidifi LA AT 1Y 2 .
o Dy RIS . A AT R SRR TR, B, A RS “KS3Bil1Ful 1Access “HRBUE T
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WK 15, SzTEEs
=/
prm== 0
TSR 0/1 kR 070
=G o KS3Bill
N KS3BillFullAccess F555
— RESIITHSFE T ENSS...
R UL
IR HiRER RS
SignatureDoesNotMatch The Signature is not matched. 400
Inval idArgument Invalid length of StartTime or EndTime. 400
InvalidArgument Invalid StartTime. 400
InvalidArgument Invalid EndTime. 400
Inval idArgument StartTime and EndTime should be in the same month. 400
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InvalidArgument The EndTime should be later than the StartTime.
Inval idArgument The number of specified buckets can not exceed 5.
InvalidArgument Invalid DateType.

Inval idArgument Invalid Ks3Product:< Ks3Product >.

Inval idAccessKey Invalid Accesskey.

=N Y,
WHEH R EH
P Al LB KSR AL e D A Bl E A i T 1SR CE4E S R TOPHES
i 97 R

o HEAPTUF s A: ks3bill. api. ksyun. com, SZHFHTTPHIHTTPS; [ .
o ERSREA X QAT EARI TR, ArLD W EEAPT, THEAPTSCRFGET ik A ikt K .

AIERSH
SHLAK p el
Service String
Action String
Version String
Signature String
HRSH
ZHATR xH
StartTime String
EndTime String
DateType String
Ks3Product String
Number Int
W 7 % 30
ZHRAWK EjiBa RKH
W —EE P bucke t A )
Data F R Buckets container
. BucketHU7E (i, WALRBytes _
DataSize 2% 8 Data String
' Bucket {4 AT, AL ZBytes ;
Flow QFi s Data String
. Bucket [FIGETZR SR IKHL, BRI IK :
RequestsGet 2% #: Data String
Bucket FIPUTZIE R IKHL, BN IR .
RequestsPut AT Data String
I 7y T
Request1d %KSSTEI&E’JD& fE, AT TR RKS3 L i) String
W R 7w

GET /?Action=QueryBucketRank&Service=ks3bill&Version=v1&StartTime=202310100000&EndTime=202310102359&Number=3&Ks3Product=datasize, Flow, RequestsGet, RequestsPut HTTP/1.1

Host: ks3bill.api.ksyun. com
X-Amz-Date: 20211124T0709407
Authorization: {SignatureValue}

i %7 7 451
{
“Code”: "0K”,
“Message”: “0K”,
“Data”: {
“DataSize”: [

{
“bucketNamel”: “8.58397738091299E14”

b
“bucketName2”: “1.82977913369407E14”
“bucketName3”: "7.0594556573853E13”
],
“Flow”: [

“bucketNamel”: ”9.083785437E7"

“bucketName2”: “436395. 22000000003
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{
“bucketName3”: “121929.71”

]

“RequestsGet”: [

“bucketNamel”: "668.0”

“bucketName2”: “480.0"
1,
{

“bucketName3”: "66.0”

]

“RequestsPut”: [

“bucketNamel”: ”33.0”
“bucketName2”: ”33.0”

“bucketName3”: “24.0”
}
]

),
“Requestld”: “b7ce7l2c-1e92-49a1-92d6-9175cf217ad2”
}

B RS

message
AccessDenied

BadDigest
BucketAlreadyExists
BucketAlreadyOwnedByYou
BucketNotEmpty
InternalError
InvalidAccessKey
InvalidACLString
InvalidAuthorizationString
Inval idBucketName
InvalidDateFormat
InvalidDigest
InvalidEncryptionAl gorithm
InvalidHostHeader
InvalidParameter
InvalidPath
InvalidQueryString

Inval idRange

KeyTooLong
MetadataTooLarge
MethodNotAllowed
MissingDateHeader
MissingHostHeader
NoSuchBucket

NoSuchKey

NotImplemented

RequestTimeTooSkewed

SignatureDoesNotMatch
TooManyBuckets
URLExpired

BadParams
ImageTypeNotSupport
MissingFormArgs
ContentRangeError
ContentLengthOutOfRange
PolicyError
ExpirationError
FormUnmatchPolicy
RequestEntityToolLarge
Request Timeout

Precondition Failed

403
400

409
409
500
403
400
400
400
400
400
400
400
400
400
400
416
400
400
405
400
400
404
404
501

403

403
400
403
400
400
400
400
400
400
400
400
413
408

412
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