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Category:

E- Sgssion

- Keyboard
- Bell
- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
=)~ Connection
- Data

- S5H

Host Name (or IP address)

= W AFIP

onnecton ype

©Raw © Tenet © Rogn @SSH  © Seridl

aved oessions

Load, save or delete a stored session

BEXEF . M: g4

Close window on exit:
) Aways () Never

(@ Only on clean exit

WAAEAE T UCE G, BB 4, ATUMRAF iR, WEEHZN ST (fEConnection——>Datat) , xithOpenfi, HIAFIHAT LG

i EHL #RIERTE:

#2 PUTTY Configuration

Category:

- Teminal

- Keyboard
- Bell

- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

= Connection

- Diata

- Prosy

- Telnet

- Rlogin

- 55H

- Serial

Data to send to the server

(@ Prom ) Us

Teminal details

Teminal+ype string wtem
Terminal speeds 38400,38400
Environment variables

Variable

Value

& system us;amame (SuiJulei)

Remove

[ open ||

Cancel

WIRIRECE T key b, F52rr s bt 2 i, f8xkey XA E (Connection—>SSH-—>Auth) :
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#® PUTTY Configuration u
Category:

=1+ Terminal - | Options controlling SSH authentication |
. Keyboard
. Bell il [] Bypass authentication entirely (SSH-2 only)
... Features Digplay pre-authentication banner (S5H-2 only)

[l = Nnit;w Authentication methods

BEE::ES:E Attempt authentication using Pageant
... Tranislation [C] Attempt TIS or CryptoCard auth (SSH-1)
- Selection Attempt "keyboard-interactive” auth (S5H-2)

= Cnnildo:j: Authentication parameters
.. Data E [] Allow agent forwarding
- Prosey || Allow attempted changes of usemame in 55H-2

Frvate key tile tor a EMTCILon:

About [ Cpen ] [ Cancel

2. LinuxfiMac 0SZ& %

Linux &4 fiMac 0S RAERINAL 235 T sshg i, 17749 (Terminal) , $UATLA R g s

ssh root@IP

BRARICE T keyEbl, UL g2 Theyfile (BURAAZTNG600) Hf;:

chmod 600 /path/to/keyfile;
ssh -i /path/to/keyfile root@IP

Xshel 1{# B %5 80 & %

Xshel 1158 FH %5 5H & %
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1s -a

mkdir .ssh
chmod 700 .ssh/

cd .ssh/
cat ../kectest.pub > ./authorized_keys
1s

chmod 600 authorized_keys

.bashrc .cshrc kectest.pub

3. At B serverlfsshfik %%

R A% HERART O EF, FHAvin(WREAvinlEEIZTyun -y install vimZidE, )HiA:

vim /etc/ssh/sshd_config

MATSEE C1” ENGRAE, BTN

1Beg:

PasswordAuthentication no # ANRYFOLEFR
A
1%

rdhuthentication :tl

{ZEsc iR H gmiH
iN: . wg Enter— NIRAFIEH .

Hi J5 sshd:

service sshd restart

1# service ashd rest
emctl restart

F3X LA IR E 2 C 8.

4y BPEHE KRR
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WA

ssHEREmRiE . Ol B (E X
IIEE: 120 522 9
B root éﬁ
RREeE2eal: 55H2, OpenSSH_6.4

1 P EER G SRS e SRR SR IENER -

Password(F)

HEE

@) Public Key{U)
A0 kectest E T
R H): LITITITT LT

Keyboard Interactive(l)
{EE FR BRI B P SHAYEIE =

e fFEPe

[ @ || my |

Password 448K, ANGESnE, WAEE B ST, X R B 204 it 2 8 st il s RO ] B a3 .
Puttyf# F %40 & %

Puttyfif Hlkey &3

TR T E: Putty. Puttygen
« R
I puttygen TR, £ NAEF2048, fidigeneratemis s, A iad Frh e 45 S5 BUbR Al I pRad i .

GG, WEEHEE (HAARE) , sidi"Save private key K EHRIT

Key N7 I ASAMZ M Tk, W7 LASES R B — A SOk BOCHIZ S 1, e DU RS 1, 45 3 30 75

Bt oy Coneric S

File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_leys file: E%ﬂ 1%

sshisa-

/WBBN:HCWCQEAMABJOWQEAQDZQUEHBBNHwaVmKMHnWDNHBBDFy

'\Jx‘g HzwRDSEGChJ 169y Tm7Ey2HdHNmyw 8Ky WqCHg 1dyrlKj8dHfMEfhnk EI8MgolC5 El‘
JwesdsifAMVrd 0d FmMflu0WoABD g ApmL3Dh Fyz 3L33B5MIjbawBrtF1 NgoEJEEYESNIq.J-P

KnSNEhhs=3mi=td4pHQsuil2=FinXAZCh _

Key fingerprint: sshsa 2048 da:e3:1e:00:1c:33:8 .64:ac:41:2a.95:72.45:50 5
Key comment: rsa-tey-20161207

Key passphrase: Iy

Confim passphrase: esssssssss

Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key ] l f'gé;re private ke:-,'_i
Parameters '{%ﬁﬂ\%ﬂ

Type of key to generate:

@ RSA @ DSA () ECDSA @ ED25519 © 55H-1 (RSA)
Number of bits in @ generated key: CZDI-I-_E _-_':)
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2. B A N B R R 55 4

T putty, FANTEHHGE, A “open” , HHIIK VS i5E = ML (CentOSIK )T iroot . FINFLH put t yASE7R, FiAElent erst 7] LA

T.

)

Cateqany:

- Terminal

- Keyboard
- Bell

- Features

- Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

- Connection

- Diata

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame {or IP address) Port
120. 236 2
Connection type:

Raw () Telnet Rlogin @ SSH Serial

Load, save or delete a stored session

Saved Sessions

Default Settings Load
Save
Delete
Cloze window on exdt:
Always MNewer @ Only on clean exit
Open l | Cancel

QIS SHE B F 35 S SSHEE ST

mkdir /root/.ssh(fIESSHE]H )
touch /root/.ssh/authorized keys (GIESSHEH]M)

B BT, S A%

vi /root/.ssh/authorized_keys

AR 17 JHh g,

He 2 T S FR  BRE I

& “Esc” 1B HigwiH,

>
E
NI
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3. EHiE®E

WA EHUBIE, i EQISSHIEy “+” 5, i “Auth” , IEFERIRIRIEH
(-

- Options controlling SSH authentication

Bypass authentication entirely (SSH-2 only)

Authentication methods

| Attempt authertication using Pageant
Attempt T1S or CryptoCard auth (S5H-1)

| Attemnpt "keyboard-interactive” auth (S5H-2)

Authentication parameters

Allow agent forwarding

]
(%51
w
==
m

- K Private key file for authertioation:—
{ C:i‘-—.Users"-Aclministmtor"—-.Desklop"-—kedest

- X1

- Tunnels

- Bugs

- More bugs -

/| Display pre-authentication banner (SSH-2 only)

Allow attempted changes of usemame in S5H-2

| About | Cpen | | Cancel

4. MEMRS Ssshikss

BAT (INGEEA “vin” M iEkiE

~

vim /etc/ssh/sshd_config

RIS 17 EANGRAE, BT R

ez
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PasswordAuthentication no # ARITFOLER

e %

% “Esc” 1B H %%
: wafRAFIRH .
i 5 sshd

service sshd restart

XFERCE SR T, BRI R BE LU B

DamiConsoleff FHIE

DamiConsoleff TG

K KWebConso lefiffi ! T Dami Console, HA& T EH| (Ctrl1+C) FUAENE (Ctrl1+V) BIThRE, nILLEREfFconsolefHiH .
fEi

Dami Conso leje il z KK B BAIEA BT — Rz MR HI 200, I B %238%put ty/SecureCRTAE % i LHE, BRI {EJOKIEH G EHE KA
FHL ERIBIFRIE, FFPAS Mput ty 55 i TEAR R DR -

PR - F

Faahm ORI G, SRS H “@ rh” MENL(HAiDani Console A3CHFLinux &%, Windows REFMIEEIKHD , By “EFH” , i
ANKRKZ EHVE L

g
E
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1P - EHLES4S © ubuntu

i “Dami Console” , HMARR, MIASCK LN/ ARBETY, BIAIERZ BHUATHAE T RAE R B A LA 2, AT A EL 4
(Ctrl+C) /HE (Ctrl+V) K.

I."_"'J F¥=Hi=8lS - Google Chrome

i == | https://dami.ksyun.com
login: ubuntu

ning: Permanently adesa °120.92.83.59' (ECDSA) to the list of known hosts.
uountu@l?0.92.83.59's password

elcome to Ubuntu 14.84.3 LTS (GNU/L1inux 3.13.0-63-generic x86 _64)
* Documentation: https://help.ubuntu.com/

System information as of Tue Apr 25 14:02:47 CST 2017

System load: 0.0 Processes: 101

Usage of /: 1.4% of 98.30GB Users logged in: 1

Memory usage: 3% IP address for eth®: 172.31.0.13
Swap usage: 0%

Graph this data and manage this system at:
https://landscape.canonical.com/

packages can be updated.
updates are security updates.

release '16.04.2 LTS' available.
'do-release-upgrade' to upgrade to it.

Last login: Tue Apr 25 14:02:48 2017 from
ubuntu@vm 1~%

NT] FRRIP :

SSH key & [
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