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http://dts. cn—shanghai-2. api. ksyun. com/?Action=CreatePrecheck&Version=2018-01-08

BODY:

{”SourceType” :"Krds”, “SourceUsername” :”admin”, “SourcePassword” :”Aal123456”, “SourceRegion”:”cn-shanghai—2”, “Sourcelnstanceld”:”blcb

52f0-db94-4379-b3b3-5e6¢c6ae77dd6”, “TargetInstanceld” :"ce2e67fe-89f5-47fb-9612-f190f1380314”, "TargetRegion” :” cn—shanghai-2", “DbSc
hema”:” {\”is full\”:true}”, “region”:”cn-shanghai-2"}

i (8] 75 il

{"Data”:{"PrecheckId”:”5aeae8ca-beda-4644-8f6e—ee3b21lebdbe3”}, "Requestld”:”"f02cd65a-86d4-439c-9dc1-185a3972ed98”}

DescribePrecheck #FH Wity 45 R
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Action RO 2 FK String = HEV[E %E{H: DescribePrecheck
Version  APIFiA'S  String 2 B & 52 {f: 2018-01-08
PrecheckId &2 1D String = -

IR A E

WX AWK b 345 B E g1

Id Tk & 1D String -

PrecheckId & & 1D String -

Name A & F T4 K String

Status Tk 2R String PASSED: #r#iiid FAILED: fr#5self ERROR: ##r4ki® CHECKING: it
Data I s 2 String — B Y e IR I IR

R Bl

http://dts. cn—shanghai—2. api. ksyun. com/?Action=DescribePrecheck&Version=2018-01-08&PrecheckId=bcd408c7-c6ea—4c18-8977-e6dfa0046f6

8

iR [5] 75 41

{
“Data”: {
“Progress”: 100,
”SubPrecheck”: [

{

"1d”: "6c2f43ff-5e2f-4a97-9296-291482bda45¢c”,
“PrecheckId”: “bcd408c7-c6ea—4c18-8977-e6dfa0046168”,
“Name”: “srcconn”,

“Status”: “PASSED”

”1d”: “faf070a8-2847-403a-8d21-f7033ccdd492”,
“PrechecklId”: “bcd408c7-c6ea—4c18-8977-e6dfa0046168”,
“Name”: “dstconn”,

“Status”: “PASSED”

”1d”: “0a0f73b0-6f53-4cdc-a860-458299b53eec”,
“PrecheckId”: “"bcd408c7-c6ea-4c18-8977-e6dfa0046f68”,
“Name”: “version”,

“Status”: “PASSED”

”1d”: “alb00e23-4019-4c51-900e-488181074f9b”,
“"PrecheckId”: “"bcd408c7-c6ea-4c18-8977-e6dfa0046f68”,
“Name”: “serverid”,

“Status”: “PASSED”

”1d”: ”34fdadb5-41d6-4fe5-8ecae—2a8344421429”,
“PrecheckId”: “bcd408c7-c6ea-4c18-8977-e6dfa0046f68”,
“Name”: “binlogon”,

”Status”: “"PASSED”

”1d”: “02ab815a-b4fc-466e-9290-ef3441ce8b31”,
“"PrechecklId”: “"bcd408c7-c6ea—4c18-8977-e6dfa0046f68”,
“Name”: “logmode”,

”Status”: “"PASSED”

”1d”: "47ea07f7-db87-4d0f-8580-6ded44acdlbl2”,
“"PrechecklId”: “bcd408c7-c6ea-4c18-8977-e6dfa0046f68”,
“Name”: “passwdmode”,

”Status”: “PASSED”
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”1d”: 74696ae4c-8490-4682-9ch3-ae3ceaf8hf6b”,
“PrechecklId”: “bcd408c7-c6ea-4c18-8977-e6dfa0046168”,
“Name”: ”srcauth”,
“Status”: “WARNING”,
“Data”: {

“privlist”: “Super priv”
}

”1d”: "bed45684-c246-4df9-b38c-18f22f694ad8”,
“PrecheckId”: “bcd408c7-c6ea—4c18-8977-e6dfa0046168”,
“Name”: “dstauth”,

”Status”: “"PASSED”

“1d”: "dcf076c6-4b04-4966-ae80-69d2291b1962”,
“PrecheckId”: “"bcd408c7-c6ea—4c18-8977-e6dfa0046£68”,
“Name”: “srcdup”,

”Status”: “"PASSED”

“1d”: 796c07f21-6444-4543-9238-c061ff236c4b”,
“PrecheckId”: “"bcd408c7-c6ea—4c18-8977-e6dfa0046168”,
“Name”: “dstdup”,

”Status”: “"PASSED”

“1d”: "53eal03ec-34bd-48da-959d-4ae066bb53a9”,
“"PrecheckId”: “"bcd408c7-c6ea—4c18-8977-e6dfa0046168”,
“Name”: “restriction”,

”Status”: “"PASSED”

”1d”: “ca010f8d-aec93-4edd-a4b2-26655b314bdc”,
“PrecheckId”: “bcd408c7-c6ea—4c18-8977-e6dfa0046168”,
“Name”: “engine”,

”Status”: “"PASSED”

”1d”: “eeld0al4-e98f-4c8d-aaca—dea8ab2cbelf”,
“PrecheckId”: “bcd408c7-c6ea—4c18-8977-e6dfa0046f68”,
“Name”: “maxconn”,

“Status”: “PASSED”

]
1,
"RequestId”: “d655492¢-b01f-4d54-b4ff-97c9fd05ae29”
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http://dts. cn—shanghai-2. api.ksyun. com/?Action=CreateTask&Version=2018-01-08&Precheckld=bcd408c7-c6ea-4c18-8977-e6dfa0046f68&SubT
ask=SchemaMigration, BackupRecovery, RunReplication&TaskName=test&SourceType=Krds

iR [5] 75 41

{
“Data”: {
“TaskId”: ”7bd9202b8c75497d”
}

}
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http://dts. cn—shanghai-2.api. ksyun. com/?Action=DescribeTask&Version=2018-01-08&&TaskId=7bd9202b8¢c75497d

i [5] 75 41

{

“Data”: {

“Tasks”:

{

]

[

“TaskName”: “test”,

“TaskId”: ”7bd9202b8c75497d”,

“TaskStatus”: “UNSTARTED”,

“Created”: ”“0Oct 15, 2018 7:28:35 PM”,

”ConnConfigld”: "Tcc8fe9f-ca8d-4129-9683-9e641f22f21d”,
”SourceType”: “Krds”,

”Sourcelost”: 710.102.2.517,

”SourcePort”: 3306,

“Targetlnstanceld”: “ce2e67fe-89f5-47fb-96f2-f190f1380314”,

”SubTask”: “SchemaMigration, BackupRecovery, RunReplication”,
”SubTasks”: [

{

”1d”: ”68adeab68-f877-4c46-9c3d-65e¢3573a47b8”,

“TaskId”: ”7bd9202b8c75497d”,

”ConnConfigld”: "Tcc8fe9f-ca8d-4129-9683-9e641f22f21d”,
“Name”: “RunReplication”,

”Status”: “UNSTARTED”,

”Judging”: 0,

“Region”: “cn-shanghai-2”,

“Created”: “0Oct 15, 2018 7:28:35 PM”,
“Updated”: “0Oct 15, 2018 7:28:35 PM”,
“Deleted”: 0,

“Progress”: 0,

“AccountId”: ”73403574”

”1d”: ”“6b0ab63ed-df35-4232-aeb8-a0c025e¢177f6”,
“TaskId”: ”7bd9202b8c75497d”,

”ConnConfigld”: "Tcc8fe9f-ca8d-4129-9683-9e641f22f21d”,
“Name”: “BackupRecovery”,

”Status”: “UNSTARTED”,

”Judging”: 0,

“Region”: ”“cn-shanghai-27,

“Created”: ”“0Oct 15, 2018 7:28:35 PM”,
“Updated”: “Oct 15, 2018 7:28:35 PM”,
“Deleted”: 0,

“Progress”: 0,

“AccountId”: ”773403574”

”1d”: ”“73a2b2be-dc8d-4d38-8e3d-ad531601f1c8”,
“TaskId”: “7bd9202b8c75497d”,

”ConnConfigld”: "7cc8fe9f-ca8d-4129-9683-9e641f22f21d”,
“Name”: ”SchemaMigration”,

”Status”: “UNSTARTED”,

”Judging”: 0,

“Region”: “cn-shanghai-2”,

“Created”: “Oct 15, 2018 7:28:35 PM”,
“Updated”: “Oct 15, 2018 7:28:35 PM”,
“Deleted”: 0,

“Progress”: 0,

“Accountld”: ”73403574”

1,
“RequestId”: “21cdd228-3a3d-40b8-8308-073a612a2a98”
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WXH P XEK eyt J& 7L IR #iE
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http://dts. cn—shanghai-2. api.ksyun. com/?Action=OperateTask&Version=2018-01-08&&Task1d=7bd9202b8c75497d&&ActionName=Start
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Python Demo

import hashlib
import hmac

import time

import urllib.request

import requests

# Python 3.9.6
def http execute (methed, host, heads, data=None) :

url = " https://%s/? % host
for key in data:
url += urllib.request.quote (key, * ) + =" + urllib.request. quote (str (datalkeyl), * ) + &

response = requests.request(methed, url, headers=heads, data=None)
return response;

# sigon/iik
def sign(params, secret key):
str_encode =’
param keys = sorted(params.keys())
for key in param keys:
str_encode += urllib.request.quote(key, *~’) + =" + urllib.request.quote (str (params[key]), * ) + &’
return hmac.new (bytes(secret key, ’utf-8 ), bytes(str encode[:-1], ’utf-8 ), hashlib.sha256).hexdigest()

class ksyun iam api tools():
e L EAPTAE "

def init (self):
self.AK = *your ak’
self.SK = *your sk’
self.SERVICE = “krds”
self.REGION = “cn-beijing—6"
self.HOST = "%s.%s.api.ksyun.com” % (self.SERVICE, self.REGION)
self.additional headers = {’Accept’ : "application/json’ }

def describe db_instances(self):

data = {
"Accesskey’ : self.AK,
’Service’ : " krds’,
"Action’ : 'DescribeDBInstances’,

"Version’ : *2016-07-01",
*Timestamp’ : time.strftime ("%Y-%m-%dT%H:%M:%SZ”, time.gmtime()), # {HHUTCHZIKIIE]
’SignatureVersion : * 1.0,
’SignatureMethod’ : ~ HMAC-SHA256 ,
}
data[”Signature”] = sign(data, self.SK)
return http execute ("GET”, self.HOST, self.additional headers, data)

if name == main ’
api = ksyun iam api_tools()
instances = api.describe db instances()

print (instances. text)

Java Demo

import okhttp3.0kHttpClient;

import okhttp3.Request;

import okhttp3.Response;

import org.apache. commons. codec.digest. HmacAlgorithms;
import org.apache.commons. codec.digest. HmacUtils;

import java.io.IOException;

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.nio.charset.StandardCharsets;
import java.text.ParseException;

import java.text.SimpleDateFormat;

import java.util.;

import java.util.regex.Matcher;

import java.util.regex.Pattern;

// jdk1.8.0 241

= 10/13
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public class ram demo {
private static final Pattern ENCODED CHARACTERS PATTERN;

static {
StringBuilder pattern = new StringBuilder () ;
pattern. append (Pattern. quote ("+”))
.append (" |”)
.append (Pattern. quote ("*”))
.append (" |”)
.append (Pattern. quote ("%7E”))
.append (" |”)
.append (Pattern. quote ("%2F”)) ;
ENCODED CHARACTERS PATTERN = Pattern.compile (pattern. toString()) ;
}

/%%

* R ) SRS, Pr+RJE R BB HEN20 (%2005

* fEURLEncode i it} =R & . s () Bl %20, 25 o Bl %24,

*/

private static String urlEncode(final String value, final boolean path)

if (value == null) {

}

return 7”;

try {

{

%7E FHEPIRS ()

String encoded = URLEncoder.encode (value, StandardCharsets.UTF 8.name()) ;

Matcher matcher = ENCODED CHARACTERS PATTERN.matcher (encoded) ;

StringBuffer buffer = new StringBuffer (encoded. length()) ;

while (matcher.find()) {

String replacement = matcher. group (0) ;

if ("+”.equals(replacement)) {
replacement = “%20”;

} else if ("*”.equals(replacement)) {
replacement = "%2A”;

} else if ("%7E”.equals(replacement)) {
replacement = 777

} else if (path && "%2F”.equals(replacement)) {
replacement = 7/”;

}

matcher. appendReplacement (buffer, replacement);

}
matcher. appendTail (buffer) ;
return buffer. toString () ;

} catch (UnsupportedEncodingException ex) {
throw new RuntimeException(ex) ;

}

}

private static String getCanonicalizedQueryString (Map<String, Object> params) {

final Map<String, String> tmap = new TreeMap<>();

for (Map.Entry<String, Object> entry : params.entrySet()) {
String key = entry.getKey() ;
Object value = entry.getValue() ;
String encodedParamName = urlEncode (key, false);
String encodedValues = urlEncode (value.toString(), false);
tmap. put (encodedParamName, encodedValues) ;

}

final StringBuilder sb = new StringBuilder () ;
for (Map.Entry<String, String> entry : tmap.entrySet()) {
if (sb.length() > 0) {
sb.append ("&”) ;
}

sb. append (entry. getKey ()).append " =" ). append (entry. getValue ()) ;

return sb. toString () ;

}

public static String signature (Map<String, Object> params, String secretKey)
String canonicalizedQueryString = getCanonicalizedQueryString (params) ;
return new HmacUtils(HmacAlgorithms. HMAC SHA 256, secretKey).hmacHex (canonicalizedQueryString) ;

}

{

public static String utc2local (String utcTime, String utcTimePatten, String localTimePatten) throws ParseException {

SimpleDateFormat utcFormater = new SimpleDateFormat(utcTimePatten) ;

utcFormater. setTimeZone (TimeZone. getTimeZone ("UTC”)) ; / /B X 58 X 47 i B SR EL

Date gpsUTCDate = null;
gpsUTCDate = utcFormater.parse (utcTime) ;

SimpleDateFormat localFormater = new SimpleDateFormat(localTimePatten) ;

localFormater. setTimeZone (TimeZone. getDefault()) ;
String localTime = localFormater. format(gpsUTCDate.getTime()) ;

g
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return localTime;

}

public static void testl() throws IOException {
String accesskey = “your ak”;
String secretKey = “your sk”;

SimpleDateFormat sdf = new SimpleDateFormat(”yyyy-MM-dd’ T’ HH:mm:ss’ 72’ ") ;
TimeZone zone = TimeZone.getTimeZone ("UTC”) ;

Calendar cal = Calendar.getInstance (zone) ;

sdf. setTimeZone (zone) ;

Map<String, Object> params = new HashMap<> () :

params. put ("Accesskey”, accesskey); //AILSH

params. put (“Service”, “krds”); //ALZSH

params. put ("Action”, “DescribeDBInstances”); //AILZ¥

params. put ("Version”, 72016-07-01"); //~3L5%

params. put ("Timestamp”, sdf.format(cal.getTime())); //AILSH
params. put ("SignatureVersion”, ”1.07); //ALSH

params. put (“SignatureMethod”, “HMAC-SHA2567); //AILZ%
params. put ("Signature”, signature (params, secretKey));

String product name = “krds”;
String region = “cn-beijing—6";
String url = “https://” + product name + ”.” + region + ”.api.ksyun.com/?” + getCanonicalizedQueryString(params) ;
OkHttpClient client = new OkHttpClient().newBuilder ()

.build O ;
Request request = new Request.Builder ()

curl (url)

.method ("GET”, null)

.addHeader (“Accept”, “application/json”)

.build();
Response response = client.newCall (request).execute () ;

System. out. println(new String(response.body().bytes()));

}
public static void main(Stringl[] args) {
try {
testl () ;

} catch (IOException e) {
e.printStackTrace () ;
}

Go Demo

package main

import (
“crypto/hmac”
“crypto/sha256”
”encoding/hex”
"
“io/ioutil”
“net/http”
“net/url”
”strings”
“time”

)

// go version gol.16.5 darwin/amd64

/ /3 signature®s44
func sign(params url.Values, sk string) string f{
strEncode := params. Encode ()

P

strEncode = strings.Replace (strEncode, “+7, 7%20”7, -1)
h := hmac.New(sha256.New, [Ibyte (sk))

h.Write ([1byte (strEncode))

return hex.EncodeToString (h. Sum(nil))

}
func main() {

params := url.Valuesf{}

params. Add ("Accesskey”, “your ak”)

params. Add (“Service”, “krds”)

params. Add (“Action”, “DescribeDBInstances”)

params. Add ("Version”, ”72016-07-01")

params. Add (“Timestamp”, time.Now().UTC().Format(”2006-01-02T15:04:052”)) //i@idtime.Now().UTC().Format(”2006-01-02T15:04:05Z
) S
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params. Add ("SignatureVersion”, ”“1.07)
params. Add (“SignatureMethod”, “HMAC-SHA256”)
sk := “your sk”

signature := sign(params, sk)
params. Add ("Signature”, signature)

strEncode := params.Encode ()
strEncode = strings.Replace (strEncode, “+”7, "%207, -1)

url := “https://krds.cn-beijing—6.api.ksyun.com/?” + strEncode

method := “GET”
client := &http.Client{}

req, _ := http.NewRequest(method, url, nil)
req.Header.Add ("Accept”, “application/json”)
res, _ := client.Do(req)

defer res.Body.Close()

body,  := ioutil.ReadAll (res.Body)

fmt. Println(string (body))
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