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Python Demo

import hashlib
import hmac
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import time
import urllib.request

import requests

# Python 3.9.6

def http execute (methed, host, heads, data=None):
url = " https://%s/?" % host
for key in data:

url += urllib.request.quote (key, * ') + =" + urllib.request.quote (str (datalkey]),

response = requests. request(methed, url, headers=heads,
return response;

# sigonik
def sign(params, secret key):
str_encode =’
param keys = sorted(params.keys())
for key in param keys:
str_encode += urllib.request.quote (key,

s~y )

) 4=

Ny ) + ’ &)
data=None)

+ urllib.request.quote (str (params(key]), * ) + &

return hmac.new (bytes(secret key, "utf-8 ), bytes(str encode[:-1], ’utf-8 ), hashlib.sha256).hexdigest()

class ksyun iam api tools():
r e [ APTHIE "

def init (self):
self.AK = *your ak’
self.SK = " your sk’
self.SERVICE = “krds”
self.REGION = “cn-beijing—6"

self.HOST = "%s.%s.api.ksyun.com” % (self.SERVICE,

self.REGION)

self.additional headers = {" Accept’ : " application/json’ }

def describe db instances(self):

data = {
*Accesskey’ : self.AK,
"Service’ : " krds’,
"Action’ : 'DescribeDBInstances’,
"Version’ : 72016-07-01",
*Timestamp’ : time.strftime ("%Y-%m-%dT%H:%M:%SZ”, time.gmtime()),
’SignatureVersion : " 1.0,

" SignatureMethod’ : ~ HMAC-SHA256’,
}

data[”Signature”] = sign(data, self.SK)

# A FHUTCH 20 I ]

return http execute ("GET”, self.HOST, self.additional headers, data)

if name == main
api = ksyun iam api tools()
instances = api.describe db_instances()
print(instances. text)

Java Demo

import okhttp3.0kHttpClient;

import okhttp3.Request;

import okhttp3.Response;

import org.apache.commons. codec.digest. HmacAlgorithms;
import org.apache.commons. codec.digest.HmacUtils;

import java.io.IOException;

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.nio.charset.StandardCharsets;
import java.text.ParseException;

import java.text.SimpleDateFormat;

import java.util.;

import java.util.regex.Matcher;

import java.util.regex.Pattern;

// jdk1.8.0_241
public class ram demo {

private static final Pattern ENCODED CHARACTERS PATTERN;

static {
StringBuilder pattern = new StringBuilder();
pattern. append (Pattern. quote ("+”))
.append ("|”)
.append (Pattern. quote ("*”))
.append ("|”)
.append (Pattern. quote ("%7E”))
.append ("|”)
.append (Pattern. quote ("%2F”)) ;

ENCODED_CHARACTERS PATTERN = Pattern. compile (pattern. toString()) ;

ez
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/%%

* ERER ) SRS, FTUR)E R E B IUR%20 (%20 %K)
* {EURLEncode 5 TA =M/ & . NS (5 B %20, BS GO BHR %24, %7 ZiFEIRS O

*/

private static String urlEncode(final String value, final boolean path) {

if (value == null) {

»n

return ;

try {

String encoded = URLEncoder.encode (value, StandardCharsets.UTF 8.name()) ;
Matcher matcher = ENCODED CHARACTERS PATTERN.matcher (encoded) ;
StringBuffer buffer = new StringBuffer (encoded. length()) ;

while (matcher.find()) {

String replacement = matcher. group (0) ;

if ("+”.equals(replacement)) {
replacement = "%20”;

} else if ("*”.equals(replacement)) {
replacement = “%2A”;

} else if ("%7E”.equals(replacement)) {
replacement = 777

} else if (path && "%2F”.equals(replacement)) {

replacement = 7/”;

}

matcher. appendReplacement (buffer, replacement) ;

}
matcher. appendTail (buffer) ;
return buffer.toString () ;
} catch (UnsupportedEncodingException ex) {
throw new RuntimeException(ex) ;

}

private static String getCanonicalizedQueryString Map<String, Object> params) {

final Map<String, String> tmap = new TreeMap<>();

for (Map.Entry<String, Object> entry : params.entrySet()) {

String key = entry.getKey();
Object value = entry.getValue() ;

String encodedParamName = urlEncode (key, false);
String encodedValues = urlEncode (value.toString(), false);

tmap. put (encodedParamName, encodedValues) ;

}

final StringBuilder sb = new StringBuilder();

for (Map.Entry<String, String> entry : tmap.entrySet()) {

if (sb.length() > 0) {
sb. append ("&”) ;
}

sb. append (entry. getKey () ) .append (" =" ). append (entry. getValue ()) ;

return sh. toString () ;

}

public static String signature (Map<String, Object> params, String secretKey) {
String canonicalizedQueryString = getCanonicalizedQueryString(params) ;

return new HmacUtils(HmacAlgorithms. HIAC SHA 256
}

secretKey) . hmacHex (canonicalizedQueryString) ;

public static String utc2Local (String utcTime, String utcTimePatten, String localTimePatten) throws ParseException {
SimpleDateFormat utcFormater = new SimpleDateFormat(utcTimePatten) ;
utcFormater. setTimeZone (TimeZone. getTimeZone ("UTC”)) ; / /i X 5& X 3347 ) [a) SR HL

Date gpsUTCDate = null;
gpsUTCDate = utcFormater.parse (utcTime) ;

SimpleDateFormat localFormater = new SimpleDateFormat(localTimePatten) ;

localFormater. setTimeZone (TimeZone. getDefault()) ;

String localTime = localFormater. format(gpsUTCDate.getTime()) ;

return localTime;

}

public static void testl() throws IO0Exception {
String accesskey = “your ak”;
String secretKey = “your sk”;

SimpleDateFormat sdf = new SimpleDateFormat(”yyyy-MM-dd’ T’ HH:mm:ss’ Z’ ") ;

TimeZone zone = TimeZone.getTimeZone ("UTC”) ;
Calendar cal = Calendar.getInstance (zone) ;
sdf. setTimeZone (zone) ;

Map<String, Object> params = new HashMap<>();
params. put ("Accesskey”, accesskey); //ANIEZH
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params. put ("Service”, “krds”): //AILZSH

params. put ("Action”, “DescribeDBInstances”); //AF:Z¥

params. put ("Version”, 72016-07-01"); // A%

params. put ("Timestamp”, sdf.format(cal.getTime())); // NS
params. put (“SignatureVersion”, ”“1.07); //A~3&¥

params. put ("SignatureMethod”, “HMAC-SHA2567); //A3ItS%
params. put ("Signature”, signature(params, secretKey));

String product name = “krds”;
String region = “cn-beijing—6";

String url = “https://” + product name + ”.” + region + ”.api.ksyun.com/?” + getCanonicalizedQueryString(params);
OkHttpClient client = new OkHttpClient().newBuilder ()
cbuild();
Request request = new Request.Builder ()
.url (url)
.method ("GET”, null)
.addHeader ("Accept”, “application/json”)
.build();
Response response = client.newCall (request).execute () ;

System. out. println(new String (response.body().bytes()));

1
public static void main(String[] args) {
try {
testl () ;

} catch (I0OException e) {
e.printStackTrace () ;
}

Go Demo

package main

import (
“crypto/hmac”
”crypto/sha256”
”encoding/hex”
“emt”
“io/ioutil”
“net/http”
“net/url”
”strings”
“time”

)

// go version gol.16.5 darwin/amd64

//3RElsignatureZ44
func sign(params url.Values, sk string) string {
strEncode := params.Encode ()

P

strEncode = strings.Replace (strEncode, “+7, 7%20”, -1)
h := hmac.New(sha256.New, []byte (sk))

h.Write ([Ibyte (strEncode))

return hex.EncodeToString (h.Sum(nil))

}
func main() {

params := url.Values{}

params. Add ("Accesskey”, “your ak”)

params. Add (“Service”, “krds”)

params. Add ("Action”, “DescribeDBInstances”)

params. Add ("Version”, ”72016-07-01")

params. Add (“Timestamp”, time.Now().UTC().Format(”2006-01-02T15:04:052”)) //i@idtime.Now().UTC().Format(”2006-01-02T15:04:05Z
) S

params. Add ("SignatureVersion”, ”“1.07)

params. Add ("SignatureMethod”, “HMAC-SHA256")

sk := “your_sk”

signature := sign(params, sk)

params. Add ("Signature”, signature)

strEncode := params.Encode ()
strEncode = strings.Replace (strEncode, “+7, 7%20”, -1)

url := “https://krds.cn-beijing—6.api.ksyun. com/?” + strEncode
method := "GET”

client := &http.Client{}

req, := http.NewRequest (method, url, nil)

req.Header. Add ("Accept”, “application/json”)
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res, _ := client.Do(req)
defer res.Body.Close ()
body,  := ioutil.ReadAll (res.Body)
fmt. Println(string (body))

}

H: 21
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e HttpCode: 403
INSTANCE TASK
SEFEAEATRSS T, ESPaERFEERY. ENTHR S

e HttpCode: 409

OPERATION_DENIED_CREATE_BACKUP
e S IEES SRR RZIE )

e HttpCode: 400
INVALID_PACKAGES
AT LA B E, IR A TR R

e HttpCode: 400

AA B

O method url

GET /kdtx
WMATUh AR FBRA  BIERE WARHE B8 YO B R &
Action Action String D InspectDistributeTransactionGroupsMonitor

BHFHIGHSA]  StartTime long
B LGERKSA]  EndTime long

Groupld long

header$1 34 TR A WmANENE EEE

[X 38 X-KSC-REGION

L REY N X-KSC-ACCOUNT-ID

SN T ¢ P 50 th R LA 0 PR 6

msg msg String

status status int
timestamp: Bf[A]#%; globalTrans [ { “timestamp”: 1561608838000, “globalTxCoun
Count: MF[AVERNT R 4RI SE:  t7: 10, “branchTxCount”: 30 },

data data pap 3

{ “timestamp”:

branchTransCount: B [EJBEZT M 1561608838000, “globalTxCount”: 10, “branchTx

R Count”: 30 }]

BEHFTHINEK

#=O method url

GET /kdtx

WMATR XA FBR4A BEKE WABRNHE B AR 90 B R & i

Action Action String DA} InspectDistributeTransactionGroups

IZR T Page BIANS—T

R EE  Size BN IT10% 105

header 1 L4 FBR4 WARBY HBUERE

R X-KSC-ACCOUNT-ID

[X 35k X-KSC-REGION

MEIT s s 50t LA 95 B
s

msg msg String

status status int

page page int

size size int
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totalPage totalPage int

totalCoun totalCoun .
int

t t
groupld: id3%ID, ME—#R [ { “groupld”: 1, “region”: “cn-beijing-1", “groupNam
H—%4510%; region: regi e”: “order—-kdtx—service—group”, “groupCount”: 1, “gl
on%MR; groupName: %S obalTxCount”: 20, “branchTxCount”: 30, “createTime”:
A FR; groupCount: ZH 1561608838000, “token”: “dfaslwerwekj334234jl jadf” }

data data TR 5558, globalTransCou, { “groupld”: 2, “region”: “cn-beijing-1", “groupNam
nt: 4% MEG branch e”: “order—kdtx—service—group”, “groupCount”: 1, “gl
TransCount: 73X B4 5% obal TxCount”: 20, “branchTxCount”: 30, “createTime”:
; createTime: FH454r2HE] 1561608838000, “token”: “dfaslwerwekj334234jl jadf” }

JE N (A ]

A )
Bl CHEF

0O method wurl
GET /kdtx
WMABh AR FBRA  BIEERE WARME BUE YO B R &
Action Action String DV InspectBranchDistributeTransactions
GERE Page BRI\ T
RUEREE  Size BRAINEE 102510 5%
FHERE State string e running/commit/rollback/error
2RE41D Xid string brini
N HSELID Branchld string 1 IE
541D Groupld  long
header 134 B4 WMAEE HUEEHE
L IREY N X-KSC-ACCOUNT-TD
[X 3 X-KSC-REGION

LSRN T PR TS i1t B0 A

7is

msg msg String
status status int
page page int
size size int

totalPage totalPage int

totalCoun totalCoun .
nt
t t
by Eii%lgénggﬁfﬁg“ bfigihl[ { 7id”: 1, “xid”: "23429-adfas-2134-equra”, “br
d‘,ﬁj\i$&‘ﬂ) state: ¥ @ nchld”: ”723429-adfas—2134—-eqwrq”, “state”: “erro
?ﬂﬂjﬁ*- com;nit/rollback/rr’ "stateText”: ”E’F%"”, "lockKey”: “poc_account:
JT Ve P 1007, “resourceld”: ”jdbc:mysql://product:112.23.

unning/error; stateText: PR PR
12.23:8992 clientId”: “product:112.23.12.23:89
AR H 25 >
SRS IRAS R SCAR: | LR 92” “branchType”: 0, “branchTypeText”: “AT”, “ms

. OENE. BiTH. B 1oc P . b R p
: S g’ Eol}back ,:lee”out” region”: “cn— beljmg 1”
data data REE key: SJRBibRiR: resourcel ¥ * (s 0T i 95400 adfas- 2134-cqura”, b

d: ﬁﬁﬂ), clientId: %:Fflﬁdﬁ v ;
ID: branchType: 443 %% ranchld 23429-adfas—2134- eqqu, state : “co

v A e mmit”, ”StateText TR, “lockKey”: “poc_ac
B 0 3%5%, ;}?%%%ﬁ%@ﬁ count:100”, “resourceld”: ”jdbc:mysql://product:l
12.23.12.23:8992”, “clientId”: “product:112.23.12

.23:8992”, “branchType”: 1, “branchTypeText”: “MT

ranchTypeText:

JEIRSUA; msg: WIHAFHEAR

j\?y r\“ o R J:“%‘_ i ” ” ” ” . ” ” e ”
- iﬁiijgli#%{m »TEBION v rse” s “success”, “region”: “cn-beijing-1" }]
A )
B AR HES
B0 method url
GET /kdtx
WMATUR AR FBR4A  BEKE WABH Hy AR 90 B R & v
Action Action String D InspectGlobalDistributeTransactions
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R RE] Page RN

HUEREE  Size BN TT1045 10 5%

HEIRE State string PIH running/commit/rollback/error

ERHEHLID Xid string Bl

EREHLFR Name string Gl

M FHID Appld string

groupld Groupld long

header ™ XL £ FB A4 WMANEE BUETEHE

I 1 445 X-KSC-ACCOUNT-1D

X 35 X-KSC-REGION

LS T ¢ P 8t 96 P B 453
aN

msg msg String

status status int

page page int

size size int

totalPage totalPage int

totalCoun totalCoun .
nt

t t
xid: 2R HESID; name: [ { 7id”: 1, “xid”: “23429-adfas—2134-eqwrq”, “name”
LSRR state: 42 ¢ “payTheBill (com. ksyun. demo. order. controller. vo. Pa
JRAESIRAS; stateText:  yReq)”, “state”: “error”, “stateText”: "R%”, “app
DYWEGIRESERXA: B 1d7: “order”, “startTime”: 1561608838000, “timeout”:
BAS. CRE. B8P, B 6000, “msg”: “rollback timeout”, “region”: “cn—beiji

data data $R ¥ commit/rollback/runn ng-17 }, { 7id”: 2, "xid”: ”723429-adfas-2134-eqwrq”,
ing/error; appld: MFHID “name”: “payTheBill (com. ksyun. demo. order. controller
; startTime: BSIFEERT . vo.PayReq)”, “state”: “committed”, “stateText”: ”
[6]; timeout: FESGHEEITET COFRAL”, “appld”: “order”, “startTime”: 156160883800
[d]; msg: W NFFIRE 0, “timeout”: 6000, “msg”: “success”, “region”: “cn—
, NHE RS R beijing-1” }]

BREEN P ERESBEGEE (BRI

B0 method url

/|

GET /kdtx

WAmh AR FRA BIEER WARM DUETEHE &&E

EEAFR Action String Dh¥gn Resume

header¥ 3 4 FB A4 WAREYE BUETEE

WP 4R X-KSC-ACCOUNT-ID

S TR ¢ P 4 4 B P 6
status status int

msg msg String

groupCount: ZFH55HAH; globalTransCo { “groupCount”: 2, “globalTxCount”:
unt: EFEFESLSEH; branchTransCount: 4+ 10, “branchTxCount”: 30, “regions”: [
YEHL B regions: HregionFitfEE; r { “region”: “Hdbkl (dbkED 7, “groupC
egion: region&#R; groupCount: FHL5H4 ount”: 1, “globalTx”: { “total”: 5,
data data PaE S ¥, globalTrans: &RE%44t; branchTr “committed”: 3, “rollbacked”: 1, “ru
ans: X HFHLLG; total: FHSSEE com nning”: 1, “error”: 0 }, “branchTx”:
mitted: IR HEHLEH: rollbacked: B { “total”: 5, “committed”: 3, rollb
WHESH running: BITHESE error: acked”: 1, “running”: 1, “error”: 0 }

S S } 1
N
WEES A
ko m| method url
GET /kdtx
MAP XL FBE  BIEXRE WABRH U Y B K & v
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Action Action String D CreateDistributeTransactionGroup

S A4 FR GroupName

TR Bil1Type

ProductWhat 1. IER 2.

header# 34 FB A4 WMANEE HUEEHE

I REY N X-KSC-ACCOUNT-ID

[X I X-KSC-REGION

S TR T ES T L B 96 L B 3
msg msg String

status status int

AN
gﬁ?g?ld'rfu { “groupCount”: 2, “globalTxCount”: 10, “branchTxCount”: 30, “reg
/Nam’e- g/\éﬂ ions”: [ { “region”: "#Jk1 (dbkx) 7, “groupCount”: 1, “globalTx”
I;Zﬁ ‘re]ji/o . { “total”: 5, “committed”: 3, “rollbacked”: 1, “running”: 1, “e
NS ” ” ” ” ” ” . ” ”
data data w5 N %’ﬁ gch rror”: 0 }, “branchTx”: { “total”: 5, “committed”: 3, “rollbacke
Y H NS ” ” . ” ” ” ” . ” ” o ” ”
a.r ol ’G_ d”: 1, “running”: 1, “error”: 0 } }, { “region”: “JLEL5IX”, “group
ﬁ%%;u' Count”: 1, “globalTx”: { “total”: 5 “committed”: 3, “rollbacked
JUAS o

”,

. : 1, “rumning”: 1, “error”: 0 }, “branchTx”: { “total”: 5, “comm
il ", p ’ ” s, ” " ’
Zéf%ﬂp?ﬂ&’ itted”: 3, “rollbacked”: 1, “rumning”: 1, “error”: 0} } ] }
% ;
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