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DryRun Boolean i BREKSFERF true (1) or false(0) T 2 P R e
o 1

https://bri.api.ksyun. com/?
Action=CheckPhone&Version=2019-12-18
&X-Amz—-Algorithm=AWS4-HMAC-SHA256

&X-Amz—Credential=AKLTGoOpHK-EQWiDZWTSBS112Q%2F20160914%2Fcn—bei jing—6%2Fiam%2Faws4 request

&X-Amz-Date=20160914T1149027
&X-Amz-SignedHeaders=host

&X-Amz—-Signature=8816284257863dedfc350da05d19d07f76cca622e93b829fbce26cla7bd3da39

&ELE RS
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nl 27

<?xml version="1.0" encoding="UTF-8"?>
{response>

<{RequestId>0717e32b-e5b9-9¢c05-08c1-55b795ea2bed</RequestId>

<{/ResponseMetadata>
=R [l 45 R >
{/response>
jsont& R

{

“RequestId”: “4C467B38-3910-447D-87BC-AC049166F216”

/%1 [ 25 R e /
}
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<?xml version="1.0" encoding="UTF-8"?>
{response>

<Error>

{Code>PermissionDenied</Code>
{InnerCode>permission denied</InnerCode>
{Message> BURA &</ Message>

<{/Error>

{Requestld>fd229f7c-e65F-1402-1d85-8cdff25c8b59</Requestld>

{/response>
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{

"Error”: {
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”

equestId”: “0717e32b-e5b9-9c05-08c1-55b795ea2bed”

=
IR
AR AR (e
Code) HiRH B (Message) i
MissingAut
henticatio Request is missing 'Host’ header. 403
nToken
MissingAut
henticatio Request is missing Authentication Token. 403
nToken
MissingAut
henticatio %s not in Http Header. 403
nToken
SignatureD Host’ must be a ’SignedHeader’ in the Author
oesNotMat . . & 403
ch 1zation.
SignatureD . . .
Credential should be scoped with a valid ter
oesNotMat . o ) e 403
ch minator: ~aws4 request , not: %s.
SignatureD Credential should be scoped to a valid regi
oesNotMat 0 403
ch on, not:%s.
SignatureD Credential should be scoped to correct servi
oesNotMat ~—~ 7/ 403
ch ce: %s.
SignatureD .
The request signature we calculated does not
oesNotMat . . 403
ch match the signature you provided
SignatureD
oesNotMat Signature expired:%s. 403
ch

SignatureD Date in Credential scope does not match YYYY
oesNotMat MMDD from ISO-8601 version of date from HTT 403
ch P.

InvalidCli The security token included in the request is

entTokenld inval id. 403
QSCQSSDenlUser: %s is not authorized to perform: %s. 403
Incomplet Date must be in IS0-8601 'basic format’ . Go

JOMPLEL 4 g’ See http://en wikipedia. org/wiki/ISO 400
eSignature

8601.

Incomplet KSC query—string parameters must include %s.

. . . 400
eSignature Re—examine the query—string parameters
Incomplet Unsupported ksc “algorithm’ : %s 400
eSignature ’ ’
Incomplet Authorization header requires ’Credential’ p 400

eSignature arameter. Authorization=%s.

Credential must have exactly 5 slash-delimit
ed elements, e.g. accesskeyid/date/region/se 400
rvice/aws4_request, got: %s.

Incomplet
eSignature

Incomplet

. Authorization header format error. 400
eSignature

Authorization header requires existence of e
ither a ~X-Amz-Date’ or a ’Date’ header, Au 400
thorization=%s

Incomplet
eSignature

Incomplet Authorization header requires ’Signature’ pa

eSignature rameter. Authorization=%s 400

Incomplet Authorization header requires ’SignedHeaders

eSignature ~ parameter. Authorization=%s 400

HTTP RZS

iR GE SO

i&Rheader F - DHost

B Kheader /B IAIE token

%sANfEHttp header

R MSignedieader %A & Host

i&3RAuthorization header™dff] “Credential”
KEVHIZ “awsd_request”

iR Authorization header™dff] “Credential”
HfRegionfs BICAL

iR Authorization header™d ff] “Credential”
HFfIServicefs B TLAK

TR 2E 4 5 SCPR T A5 R AN LR

gz AmhOR ]

i sKAuthorization headerdff] “Credential ”
HffDate N i% A& 1S08601 HAAK 2, U™ YYYYMM
DD ‘@«

15 3R Rt AccessKey TATE AL
FH % s TERUREEAE1Z R IR: %s

DateAFFE1S0_8601FEAM T, &% http://
en. wikipedia. org/wiki/IS0O 8601

EHRF G OEERER, ARG LAEE
” X—=Amz—Algorithm “. ” X-Amz-Credential “.
” X-Amz-SignedHeaders “. ” X-Amz-Date “{5 &

W R 24 5830 AWS4-HMAC-SHA256

&R Authorization headerd FE #EH AL “Credenti
al” 2%

i&3RAuthorization headerd'# “Credential”
/AT /BRI, W: keyid/date

/region/service/aws4 request

5K Authorization header % F 04 ik

R PR “X-Amz-Date” Bi# “Date” header

=Py

15 >RAuthorization header it/ “Signature”
=)
1 R Authorization headers &t/ “SignedHeade

”» ==

rs” 58
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ServicelUna

3 0
vailable Exception %s 500

ServiceUna Auth Service is unavailable because of an un

vailable known error, exception or failure 500

Request was rejected because it referenced a
n ' InnerApi’ that does not have an internal 404
service

ServiceUna
vailable

ServiceUna OpenAPI or Service is unavailable because o

vailable f an unknown error, exception or failure. 500

DryRunOper Request would have succeeded, but DryRun fla 4

ation g is set 12

NoSuchEnti Request was rejected because it referenced a

ty n ' InnerApi’ that does not exist. 404

Request was rejected because the request spe
ed of this openAPI is beyond the current flo 409
w control limit.

LimitExcee
ded

InvalidPa
rameterVa
lue
InvalidMet The method %s for is not valid for this web
hod service.

An invalid or out—-of-range value was supplie
. N 400
d for the input parameter %s.

400

MissingPar An value must be supplied for the input para
ameter meter %s.

Inval idQue
ryParamet
er

400

The query parameter %s is malformed or does

not adhere to KSC standards. 400

ServiceTim Internal Service is unavailable because of t
eout ime out.

224 DL

500

M55 & ATl H
W28 B AU 55 B AN T

T RBFEAS, [R5 FH B InnerAPT TG N #B AR 55 «

openAPTER S5 & A FTH
WSRAAT ), (H T % EDryRunbrid &R )
TWORMEAEZ, BRI 5] F ) Inner APTANAFAE

TERBEAEL, [KliZopenAPT#E Vs il i & Uik 2
% LR

BNZE B TER AEridial i i

Method % s} 2 Hiweb k45 o3
MIANSE %sHIMEARERNT

Egi}ﬁ % sk XX PMEEREAFE L=
AN

PN IR 55 H TR I AN TT

Bty 55 )& BEfopenAP TR IR FHAWSZE 44 vk kA4,  EARAT LS FAWSSCRY, SCRFGETFIPOSTHFIHTTP /7v%, GET /LA
RS H A HEsignature LB fEurl tf, POSTiENIKSignature A4 Nauthorization headerTE R E fFheadertr, HEZH

[ BEF-GET 7 20 b 58 3R ur | K Ji R A K
BTN T BRI T

L. Gl — A IEMALTE R

FEREAATT, ek E R T IERERE UG, A RS TR e — e, R AT

CanonicalRequest = HTTPRequestMethod + ~\n’ + CanonicalURI + ’\n’ + CanonicalQueryString + '\n’ + CanonicalHeaders + ’\n’ + Signe

dHeaders + \n' + HexEncode (Hash(RequestPayload))

HashfgRIHSEIG A 0%,  H Ai{# FISHA-256, HexEncodes&xd s At 1T F 163 fIgmAD (fEH/NS 78

HAPBnr

1. #EXHTTPiE K 73 (WNGET. PUT. POST) % EMihn “¥iT45”

2. URTE XS BRAREATURT WA A B IERALURT,  WURZEN BRI, IR AMEAIRIRILL”/”, SR “HeAT45”

3. W IE#MikQuerystring, ZEEMIN “¥lTH5”

o URIhSHE—querystringZ HAAMMRMBEUME (FF: CET AT EBERATIL. FER. B4 HHIMZEA header 5 44T

240
o FHEASCTT 7433 X 2 F A4 Bk ™ A HE 7

o KPS HAHMSHEN=ER, SRHIP AR “ S8t HOER

4. f g IE R kheaders, SEREMIIN “#ATRF” , DyACRS AT

CanonicalHeaders = CanonicalHeadersEntry0 + CanonicalHeadersEntryl + ...

Hr:

CanonicalHeadersEntry = Lowercase (HeaderName) +

+ CanonicalHeadersEntryN

’ + Trimall (HeaderValue) + *\n’

lowercase®R~¥theader & FH A/NG FhE, trimal 1 RKIxKPiheader [HRTFVE G I A ZH, HH¥header{E B IH E L2 25 H
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AR, (HRALFXG] S PR ER, Hifa IR headers2 # fheader 4 AR HE Y Ja [ 45 R

5. W& #headers, ZEEMHIN “HATHR” o K4 headere A& 1EIE M theadersF A FRANFR, HHIZIGHIEheaderS 5%
AU, M ZBETE R Wiproxy ™MK &iSheader, HHhost. x—amz-datei{~header SHRAFLE N AN nBEsk, RS~

SignedHeaders = Lowercase (HeaderNameO) + ' ;' + Lowercase (HeaderNamel) + ”;” + ... + Lowercase (HeaderNameN)
RIE A 1B Rbody, WF

%ﬁ%ﬁm@ﬁﬁ%%ﬁ&(mw%>ﬁﬁ%%ﬁ,ﬁ%:ﬁﬂ%%ﬁ%%ﬁmﬁﬁ%@ﬁ%m%(HI@%XE?%>,%

HashedPayload = Lowercase (HexEncode (Hash(requestPayload)))
LA

o g EiRi-viPIRIEREL R — DR E, BUVIEMALIER (Canonical Request)
o Reviidb B IERUALTE SR AE v b i e A A T B s AfE

2. QIR L TR &

%fiﬁ%f%@@%*uﬁEﬂ%%*%ﬁﬁﬁ%%,mﬁ%ﬁ&\%*H%\%E%ﬁﬁﬂ%%*%ﬁﬁﬁﬁﬁﬁ,%ﬁ
LN

StringToSign = Algorithm + *\n' + RequestDate + \n' + CredentialScope + '\n' + HashedCanonicalRequest

Horr, &4 87k (Al gorithm) HAWS4-HMAC-SHA256, i#3K H A (RequestDate) #ZUYYYYMMDD' T" HHMMSS 27, {E/THR
(CredentialScope) ¥ NYYYYMMDD/region/service/awsd request (ELIEHIERHH (IS0 8601 AR O , IEMALiER
WHEA LR IR Eviii B8R QEESEAMIN 8755 O

.UMHEZEAER

EIHHELE, MGV RZEH (secret AccessKey) JRAEHZ L] (signing key) , WA B ARG Uj )%
B 2 RHAZAEHMP I ENEL R R EELE, B EgRa R

L ERREREY], RS

kSecret = Your KSC Secret Access Key

kDate = HMAC("AWS4” + kSecret, Date)

kRegion = HMAC (kDate, Region)

kService = HMAC (kRegion, Service)

kSigning = HMAC (kService, “aws4 request”)
Eﬁﬁ%ﬁﬁmmﬁ&%ﬁiﬁféﬁmmwmﬁjﬁéﬁﬁ%ﬁwM%%?ﬁ%>,ﬁwwﬁwmﬁﬁﬁﬁﬁ¢%%ﬁw
% (HWI. region. Mg, ZiRFHFFH) o HMACKISRAIHVAC-SHA256, 3 I AMAF 1 — ik E N (256bit, 32711 , A
A8 / 163 il b 7

2. ML, ARSI

signature = HexEncode (HMAC (derived—signing—key, string-to-sign))

1?%%&%&%%%,u%@%%ﬁﬁmm§§%?ﬁ$ﬁﬁﬁmﬁﬁ%%,%%E%:ﬁﬂ%%@% LA 16:32E il 25 B i

FHL 5 R

PhonePortrait (FH.5HE)
Contents (N %)
* FHLS EZIRFE json

KA. string

* json & :
S LR SHEER ¥t
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phone_nunb MEEFHLE . sha L 5 9 F-HL 5 73
ctime Eﬁﬁﬂﬁ@qu % S VR R B
uptime %ﬁ?ﬁﬁf(ﬁ‘f datetime %2Rl & BT [E]

. e 9: [EMRY B MLER, 5 [PRGY Bowa S, 2. HEXG)
risk  PUSRA  int EUNE: 00 [EARY ERER B
location JHEHh str KGRI, dERFEEFEIEZR/ 3R X

_ A . 0: SehF: B3, BEE. REEERHE: L EUE: EREENE -1 FMEASH
attribute K@M int EAN BT R IRMEI -1, CHRIRR, 2 IE % BT B a1
card type KM int 0: MSEE 1 BHUND 2. VoIPFIZHIE 3. A E
Egnamefpri xxyEM/ M str xS i 1
user Hid string ) id

1EVER: uptime. attribute. p name priceFEANAENG i risk:9. 5. LIRS FH .

AR 715 B

import requests

from requests aws4auth import AWS4Auth
import time

import json

import hashlib

ak = "your ak’

sk = " your sk’

url = ’http://bri.api.ksyun. com’

region = ~cn-shanghai-3’

service = ' bri’

phones = [715118376562”, 716573967191”, ”13470564531"]
ushal = []

for phone in phones:
phone = str (phone)
phone = hashlib. shal (phone. encode ()).hexdigest()
ushal. append (phone)
data = str (json. dumps(ushal))
params={"Action”:”CheckPhone”, "Version”:72019-12-18", "Data” :data}
printC ERZSH:)
print (params)
auth = AWS4Auth(ak, sk, ’cn-shanghai-3’, “bri’)
response = requests. get(url, params=params, auth=auth)
print( WiRAZE:")
print(response. text)

APT S HY

CheckPhone (FH. 5 HHapi)

Request Paremeters (iERZSH)

Data
o JTEA MM TS MIGAE
e KM, string
o BEWEE: &
o Uil WERFRH N jsonFIMLZ G FFFef s KRN FHL S
T RFAF Rl
" ["ebel16d1826e6095¢36d4c2ec325b5b178¢5d3968”, “4413d42b546156¢7£100a95180a2bc0844c7b8fd”,
9a0f5”]’

Response Eliments (MR P 2F)
Data

o THLTmRIR AN A

"T16efa8e88fce982645f3104b7c37aef367
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RequestId

e 153KID
e KAlstring
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