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wh oxm pEemsy  SEEN 20k R Hiid
Action String = A E la-zA-Z]+ e D4, SRR KRopenAPTAHIE
BORAS, RASAEED RS
Version  String =& 10 4F YYYY-MM-DD LR [AE AT REARE], b 45 KU1 R 24 1T 2
TR AMRA, Bl2019-12-18
X-Amz-Alg . - oy st o 25, BT A SCRE—F, RIHMAC-SHA2
orithm StI‘ll’lg e 16F4F AWS4-HMAC-SHA256 56
o BAEREE, BFEUREHID, A, reg
X Am_z Cre String a YN I'chessKeyld/YYYYMMDD/reg Lon BRAIIE 2522 7K DA 45 R 7 7 FR ANSA. re
dential ion/service/AWS4 request quest
X-Amz-Dart & (HTE&EE IS0 8601 F:AME A vvy
String IR Hdate header 167%F YMMDD’ T” HHMMSS® 2’ , U120 %544 H#A

¢ R H D 160304T1200007Z
X ameTSIEN St ing 5 647 6L F R A
K-Amz=Sien g, i g FHSE  [a-2A-20-9-:1+ FEAEL A B AL 5 1 Rheader
edHeaders J = ; M == & B

B 1 s R 21 VE FH 2 R B SR BT A A

= % Z N s \roqm
DryRun Boolean 5 RESFERF true (1) or false(0) T S 2 T A S B
o Pl

https://bri.api.ksyun. com/?

Action=CheckIp&Version=2019-12-18

&X-Amz—-Algori thm=AWS4-HMAC-SHA256
&X-Amz—Credential=AKLTGoOpHK-EQWiDZWTSBS112Q%2F20160914%2Fcn—bei jing—6%2Fiam%2Faws4 request
&X-Amz-Date=20160914T1149027

&X-Amz-SignedHeaders=host
&X-Amz-Signature=88f6284257863dedfc350da05d19d07f76ccab22e93b829f5ce26c1a75d3da39
&EERSH

i [a] 5

A4 L ZFopenAPT RS, WY, IR [EIFHITPRARS (Status) 52005 JEAEM, iR[El4xx B5xx HTTPAR &S
(Status) »

w1l = ik 55 KRS A5 i (BRT) IR 45 1 FH 3% [9] Bt A% XS 3 xm 1 A son P, BRINIR [Flxm1 A% 20, W38 IE 5 EHTTP Header
Accept:application/json%ﬁﬁﬁﬁ@ﬁﬁ%ﬁo

VA FH 2D

xml g TR

<?xml version="1.0" encoding="UTF-8"?>

{response>
<{RequestId>0717e32b-e5b9-9c05-08c1-55b795ea2bed</RequestId>
<{/ResponseMetadata>
=3R4 R >

{/response>

jsont KR

{
“RequestId”: “4C467B38-3910-447D-87BC-AC049166F216”
/IR [ 2 R+ /

}

IR

VIO R, AR EIEEREGE; HTTPIE RIR B — Mxxaibxx FHTTPIRASHY, 3% [ FHT TP B4R AL & BAR I 4 Y
(code) M R(EE (message) ; SR —FEEEEIENRID RequestId) , FHHGTERAREEIRIERE, ATUBEASILEE
MR, FEEfERequestId, PIEFRATTRER TS 16 vk i) fEE

xm1 g 2R
<?xml version="1.0" encoding="UTF-8"?>

{response>
<Error>
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{Code>PermissionDenied</Code>

{InnerCode>permission denied</InnerCode>
Message> BUPRA &< /Message>

<{/Error>
{RequestId>fd229f7c-e65F-1402-1d85-8cdff25c8b59</RequestId>
{/response>

jsontt TR
{

“"Error”: {
”Code”: ”"PermissionDenied”,
InnerCode”: “permission denied”,

"Message”: "HURA Z”

—

”

}

equestId”: 70717e32b-e5b9-9c¢05-08c1-55b795ea2bed”

M=
NP
fﬂgi{)tﬂ( RS (Message) i
MissingAut
henticatio Request is missing 'Host’ header. 403
nToken
MissingAut
henticatio Request is missing Authentication Token. 403
nToken
MissingAut
henticatio %s not in Http Header. 403
nToken
SignatureD y o o ot be a ’ SignedHeader’ in the Author
oesNotMat . °05°. us ¢4 gnedreade ¢ Autho 403
ch 1zation.
SignatureD . . .
Credential should be scoped with a valid ter
oesNotMat . L > Lo 403
ch minator: aws4 request , not: %s.
SignatureD o qortial should b dt 11d regi
vesNotMat Crede .? sho e scoped to a va egl 403
ch on, not:%s.
SignatureD o qo1tial should b d to correct servi
oesNo tMat <.a ;9 al sho e scoped to correct servi, q
ch ce: %s.
SignatureD .
The request signature we calculated does not
oesNotMat . . 403
ch match the signature you provided.
SignatureD
oesNotMat Signature expired:%s. 403
ch

SignatureD Date in Credential scope does not match YYYY
oesNotMat MMDD from ISO-8601 version of date from HTT 403
ch P.

InvalidCli The security token included in the request is

entTokenld invalid. 403
ézcessDem User: %s is not authorized to perform: %s. 403

Date must be in IS0-8601 ’basic format’. Go
Incomplet

t "%s’. See http://en.wikipedia. org/wiki/ISO 400
8601.

eSignature

Incomplet KSC query-string parameters must include %s.

eSignature Re—examine the query—string parameters. 400
Incomplet ) I

. Unsupported ksc "algorithm : %s. 400
eSignature
Incomplet Authorization header requires ’Credential’ p 400

eSignature arameter. Authorization=%s.

HTTP R&

iR GE SO

i&Rheader Pt/ DHost

1 RKheader FEL/ N IE token

%sANfEHttp header

&R ) SignedHeader 1 4 & Ho s t

ifsKAuthorization headerdff] “Credential ”
KBLAR “awsd request”

ifsKAuthorization headerdff] “Credential ”
F1fRegionfs B LR

ifsKAuthorization headerdff] “Credential ”
HFffiServicels B

TR 2E 4 5 SEBR T A R AN UL

24 B
iERAuthorization header™d ff] “Credential”

HhffDate N 1% 2 1S08601 3 A4% X, Tun” YYYYMM
DD 13

15 R R AccessKey [dTERK
FH P % s AR EAE Z R UE: %s

DatehZFFE1S0_8601%: AKX, % http://
en. wikipedia. org/wiki/ISO 8601

BMEMEPHDEEER, EEM LIS
” X-Amz—Algorithm “. ” X-Amz—Credential “.
” X-Amz-SignedHeaders “. ” X-Amz-Date “{g &

RN R4 8. AWS4-HMAC-SHA256

3 RAuthorization header P FHE A S “Credenti
al” 2%

g
E
NI
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Credential must have exactly 5 slash-delimit

Incomplet ed elements, e.g. accesskeyid/date/region/se 400

eSignature rvice/aws4 request, got: %s.

I let . .

neOMPLCL pthorization header format error. 400
eSignature

Authorization header requires existence of e

In(?omplet ither a ~X-Amz-Date’ or a ’Date’ header, Au 400
eSignature . S
thorization=%s

Incomplet Authorization header requires ’Signature’ pa

. . L 400
eSignature rameter. Authorization=%s
Incomplet Authorization header requires ’SignedHeaders

. ) . A 400
eSignature = parameter. Authorization=%s
Servicelna Exception %s 500

vailable

ServiceUna Auth Service is unavailable because of an un

vailable known error, exception or failure 500

Request was rejected because it referenced a
n  InnerApi’ that does not have an internal 404
service

ServicelUna
vailable

ServiceUna OpenAPI or Service is unavailable because o

vailable f an unknown error, exception or failure. 500

DryRunOper Request would have succeeded, but DryRun fla 412
ation g is set
NoSuchEnti Request was rejected because it referenced a

ty n ' InnerApi’ that does not exist. 404

Request was rejected because the request spe
ed of this openAPI is beyond the current flo 409
w control limit.

LimitExcee
ded

Inval idPa
rameterVa
lue
InvalidMet The method %s for is not valid for this web
hod service.

An invalid or out—-of-range value was supplie
. N 400
d for the input parameter %s.

400

MissingPar An value must be supplied for the input para 400
ameter meter %s.

InvalidQue
ryParamet
er

The query parameter %s is malformed or does

not adhere to KSC standards. 400

ServiceTim Internal Service is unavailable because of t 500
eout ime out.

2 % Bl

i&RAuthorization headerd & “Credential”
/G LARAT BBt E, Wi keyid/date

/region/service/aws4 request

#sRAuthorization header {8 4%

ER P “X-Amz-Date” B(#E “Date” header
=I5

iERAuthorization headerd i/ “Signature”
EpSS

15 RAuthorization header s #t/> “SignedHeade

rs” 5 &
k452 AN m]

25 B AU 55 2 AN mT

ERM AR, KI5 InnerAPTIE A AR S5

openAPTE AR 55 & ANATH o
WRAT L), Hl T & EDryRunbric R A Y)
TERBEIELE, IS H B Inner APTAAETE

ffﬁﬁ%,ﬁﬁwmmﬁmwwﬁﬁaﬁﬂm
= R

MNZEN KB TR AN Bl T

Method % sX} 2 HiwebfiR4s o3
BIANSE SsHMEARERNST

FHBH U AT i
i

PR Ak 55 e TR I AN ET

B0 515 0] 8 BRI o penAP T H R HAWS 22 4 Bk A4, BAKTTASZAWS SR, SCRFGETMIPOSTRFHHTTP /5%, GET 5T A
RS E OIS signature UE Eurl tf, POSTFVEMIKESignature L4 Nauthorization header ) Al & fEheader, H T

DX AET-GET Ty s ER I SR ur LI AR I £
BT LB T

L. g — A IEMATER

FEREAAT, T oeRE RAEAT IERERE MG, BB A TR — 8, R R .

CanonicalRequest = HTTPRequestMethod + *\n' + CanonicalURI + ’\n' + CanonicalQueryString + '\n’ + CanonicalHeaders + '\n’ + Signe

dHeaders + "\n' + HexEncode (Hash(RequestPayload))

Hashig AT 1535, B Al FSHA-256, HexEncode Xt My (HiEAT FH 163 I4mAY (/NS FED .

NN LI

1. i ECHTTPiE R /73 (UNGET. PUT. POST) % EMhn “¥iT4%”

2. URTZEXS %A REATURT A 15 2 IE AL URT, W SRAEXS AR AS, IR A IATRIZ” /7, RN “ #4745 ”

3. Mg IEMAkQuerystring, S5RMIN “HATHRF”
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.U%?@ﬁ#umwﬁﬁwéﬁ%%ﬂﬁﬁﬁ(Emmﬁﬁﬁﬁﬁﬁ%%ﬁ&\%E%\ﬁ%ﬁﬁﬁ%%mww%é%
ZH0

o FIBASCTI 75 X8 2 B 44 R 4k HF

o KHEF I IS BA M SHUE =14, SIRHEF SR “ S8 HeER:

4. W IE M bheaders, ZEEMIN “¥#ATHR” , ORISR :

CanonicalHeaders = CanonicallHeadersEntry0 + CanonicalHeadersEntryl + ... + CanonicalHeadersEntryN
Horr:
CanonicalHeadersEntry = Lowercase (HeaderName) + *:° + Trimall (HeaderValue) + '\n’

lowercase®R N Fheader & 75 N/ NG TR, trimal 1 RoxEpiheader T FE G K A S, H¥header d B HIES: A TH
ARG, AHRAERXE] 5 T =8, HiJE I IEM fbheaders &% fheader L R HEF J5 HI45 1

5. NN Zheaders, ZEREMIN “HATHRF” o & 4&header 2 TEIEMLheadersH ZFRFIFR, HH P ZTEHMEheaderSs 5%
Zt B, T BRSE R proxy @S NI A Shheader, HHFhost. x-amz—dateP P header W RAFLEN A A INHER, P9CE5 U~

SignedHeaders = Lowercase (HeaderNameO) + * ;' + Lowercase (HeaderNamel) + ”;” + ... + Lowercase (HeaderNameN)
SRIE AL HEE SRbody, IR

%%%imwﬁm%%ﬁ&(wm%)ﬁﬁ%ﬁﬁ,ﬁ%:ﬁﬁ%ﬁﬁ%%ﬁwﬁﬂ%@ﬁ%ﬁ%(Hﬁﬁﬁkgiﬁ),%

HashedPayload = Lowercase (HexEncode (Hash(requestPayload)))
L,
o 5 EiRi-viBIRIEREL R — DR, BUONIEMALIER (Canonical Request)
o HgviiD MIERALIE RAE A visb e Ay Sk T RS
2. QIR 4 T
%ﬁiﬁ%i%@@%*u&Eﬂ%%*%ﬁﬁﬁ%%,m%%ﬁ&\%XE%\%E%ﬂEﬂ%%X%%ﬁE%ﬁ&,%ﬁ

StringToSign = Algorithm + “\n’ + RequestDate + *\n’ + CredentialScope + ’\n' + HashedCanonicalRequest

o, Z2 %57 (Al gorithm) JYAWS4-HMAC-SHA256, &R H I (RequestDate) #%3CYYYYMMDD' T" HHMMSS Z” , {S/TIR
(CredentialScope) ¥ A AYYYYMMDD/region/service/awsd request (FUFEIER HH (IS0 8601 FAMKI) O , IEHLiER
AN ERIPEviiiPRER GEREGREAMM “BA7577 )

. HZBLER
I EELE, ERMNAE VA% (secret AccessKey) IRAEHZEL %4 (signing key) , AR BEZEHAG V5%
B 2 RS AEHMP I HNEL R R EELME, B EdRm R

1. AR, WS nF

kSecret = Your KSC Secret Access Key
kDate = HMAC("AWS4” + kSecret, Date)
kRegion = HMAC (kDate, Region)

kService = HMAC (kRegion, Service)
kSigning = HMAC (kService, “aws4 request”)

7 S B I IMACTE AR IR AE i — ANIMACH T key (. (BB—AARE VI M AT/ ED , i da tafd WK PORE AR %S A
25 (HH. region. R% Z5RFHE) 5 HMACE VLR FHHMAC-SHA256, R [EIE AWM A —HEHER (256bit, 32T , &
TS/ 163 H M iL TR o
2. UMHZ 4, R

signature = HexEncode (HMAC (derived—signing—key, string-to-sign))

I?WMOwM%ﬁﬁyu%@%%ﬁﬁmw,%@?ﬁ%ﬁ%@mﬁﬁﬁﬁ,%ﬁﬁ%:ﬁﬂ%%ﬁ%%uwﬁﬂ%@ﬁ
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IpPortrait (IpHEf%)
Contents (P%&)

- ipE4iR[E json

* KA. string

RETRE: B

* jsonlN%&:
FE T B
ip Fres g 1P
type ipBAY: WRERERE . BAEF O BN, Tk, BEERAL, KA

location HZE i Wl XE EEW 45 25 THRXURE ExRm K O 2 a%ED
risk_tag JRGFRZE: GFACEE. M. MUBERE. B, HHHEESRN RS R

risk_score XFE5r-%: 0-100 1540k B = FrA 2w

risk level M&%Ek: &, . K. oA

user A Fid

ARBS 7R

import requests

from requests aws4auth import AWS4Auth
import time

import json

#tak = ’your ak’

#sk = ‘your sk’

url = ’http://bri.api.ksyun. com’

region = ’cn-shanghai-3’

service = bri’

ips = ['61.145.48.124°,761.145.49.125”]
data = []

for ip in ips:
data.append ({"ip”:ip, “t”:”{}”. format (int (time. time ()))})
data = str(json. dumps(data))
params={"Action”:”CheckIp”, "Version”:72019-12-18", "Data” :data}
printC ERZSH:)
print(params)
auth = AWS4Auth(ak, sk, region, service)
response = requests. get(url, params=params, auth=auth)
printC WRIHZ:")
print(response. text)

APT S HY

CheckIp (ipHEHiffapi)
Request Paremeters (iERZSH)
Data

o FTEEA R ipHhhl K H ) EE B
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o Wl SRR E N jsonF AL G A E
EF A json:

[{

7ip”: "61.145.48.124"
“{”: ”1575010666”

, A

7ip”: ”761.145.49.125”
“t”: 71575010685”

1]

}
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